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III. ACTIVITIES UNDER THE LAW ON ELECTRONIC
COMMUNICATIONS AND THE LAW ON ELECTRONIC DOCUMENT
AND ELECTRONIC SIGNATURE

1. Activities in implementation of the CRC’s priorities adopted for 2015
1.1. Effective management of scarce resources
1.1.1. Radio frequency spectrum

The radio frequency spectrum is a natural scarce resource with significant influence on
the development of communication sector. Its effective management has a strategic
importance for the national economy as a whole.

The increasing globalisation of markets on a world scale and the ambition of the
European Union (EU) towards the development of a pan-European internal market determine
the policies that apply to radio frequency spectrum management in Bulgaria, taking into
account the national characteristics of the country in terms of its distribution. In this
connection, planning harmonisation and coordination of radio frequency spectrum at
international and European level have an increasing influence in the management of this
national natural resource.

CRC manages the radio frequency spectrum for civil needs of the Republic of
Bulgaria in accordance with the trends of development of electronic communications on a
global and European scale in accordance with the European policy on radio frequency
spectrum and the need for strengthening the digital single market.

In 2015, CRC has adopted the Regulatory policy for radio frequency spectrum
management. In its preparation have been taken into account the updated policy on electronic
communications62, Decision 243/2012/EU63, decisions and recommendations of the European
Commission, the European Parliament and the Council, as well as trends in electronic
communications on a global and European level. The provisions of the Radio Regulations of
the International Telecommunication Union (ITU), the European table for frequency spectrum
allocation as well as the decisions and recommendations of the Electronic Communications
Committee of the European Conference of Postal and Telecommunications Administrations
have also been taken into account.

Set objectives in the policy in question are consistent with the growing demand of
businesses to the radio frequency resource for the provision of wireless broadband services.
This demand is caused by the fast development of electronic communications networks, the
ubiquitous penetration of new technologies in everyday life and increased interest of end users
to high-speed communications services. The growing demand on a European scale of a
resource for wireless sound and video equipment for the Programme Making and Special
Events - PMSE, which is crucial in covering news, cultural and sporting events and creating
radio or television programmes is also reflected in the Regulatory policy for radio frequency
spectrum management. The main tasks of the Regulatory policy are intended to meet the
challenges of the market of electronic communications services by providing an opportunity
for penetration of innovative technology platforms and services in respect of wireless
networks, which in turn will contribute to the implementation of one of the most important

62 Prom. in State Gazette, issue 21 from 2015
% Decision 243/2012/EU of the European Parliament and of the Council establishing a multiannual radio
spectrum policy programme
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goals at the radio frequency spectrum management - ensuring the conditions for its optimal
use.

In 2015 was conducted the World Radiocommunication Assembly (RA-15) and World
Radiocommunication Conference (WRC-15) of ITU. CRC representatives actively
participated both in drawing up the position of Bulgaria on the agenda items of RA-15 and
WRC-15 as well as in the sessions during the two events.

Allocation, planning, assignment, and effective use of the radio frequency spectrum

Following one of its main priorities - effective management and efficient use of the
scarce resource - radio frequency spectrum, CRC has studied and analysed the necessity of
amendment and supplement of the secondary legislation relating to the management of the
radio frequency resource. As a result of this analysis the following secondary legislation acts
were amended and supplemented:

- Rules for carrying out electronic communications through radio equipment using
radio frequency spectrum, which does not need to be individually assigned (The Rules);

- List of radio equipment using frequency bands harmonised throughout the European
Union and electronic communications terminal equipment (The List);

- Technical requirements for operation of the electronic communications networks of
the Radio broadcasting service and the related equipment;

- Technical requirements for operation of terrestrial networks capable of providing
electronic communication services;

- Technical requirements for operation of electronic communications networks of the
fixed radio service and the related equipment;

- Technical requirements for carrying out electronic communications through amateur
service radio equipment.

With amendment and supplement the relevant legislative instruments in the Bulgarian
legislation have been introduced the provisions of the new decisions of the European
Commission for harmonised use of radio frequency spectrum®.

Through amendment and supplement of the Rules and the List were determined
conditions for the use of radio frequency spectrum by equipment using ultra-wideband
technology (UWB devices), including conditions for use of UWB technology in road and
railway vehicles, in location tracking devices, in on-board aircraft devices and in materials
sensors devices. Conditions for use of radio spectrum for wireless audio-technical equipment
for the production of programmes and special events were also defined.

Considering the increased demand for new advanced high-speed wireless
communications services leading to increased demand for radio frequency resource in certain
frequency bands, CRC has amended and supplemented the Technical requirements for
operation of the terrestrial networks capable of providing electronic communications services.
By the amendment was given the opportunity of the radio frequency band 1452-1492 MHz be
capable of being used for additional wireless broadband downlink transmission, which is

%Decision 2014/641/EU on harmonised technical conditions of radio spectrum use by wireless audio programme
making and special events equipment in the Union;

Decision 2014/702/EU amending Decision 2007/131/EU on allowing the use of radio frequency spectrum for
equipment using ultra-wideband technology in a harmonised manner in the Community.

European Commission Implementing Decision 2015/750/EU on the harmonisation of the 1 452-1 492 MHz
frequency band for terrestrial systems capable of providing electronic communications services in the Union.
Decision 2014/276/EU amending Decision 2008/411/EC on the harmonisation of the 3400-3800 MHz frequency
band for terrestrial systems capable of providing electronic communications services in the Community;
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important for increasing the capacity of mobile networks at the data transfer. In the Technical
requirements for operation of the terrestrial networks capable of providing of electronic
communications services were amended the technical conditions for the usage of the radio
frequency band 3400-3800 MHz. The amendment was prompted by Decision 2014/276/EU
amending Decision 2008/411/EC on the harmonisation of the 3400-3800 MHz frequency
band for terrestrial systems capable of providing electronic communications services in the
Community. By the amendment of the technical requirements were provided conditions for
deployment of high-speed wireless broadband network with greater density in the radio
frequency band 3400-3800 MHz, by which to ensure the possibility to end users to be
provided innovative electronic communications services. The usage of this radio frequency
band for wireless broadband Internet would contribute to the achievement of economic and
social policy objectives of the programme in the Digital Agenda for Europe.

As a result of the analysis of the statements received during the procedure opened at
the end of 2014 for conducting public consultations on the perspectives for the use of
available spectrum in the radio frequency band 1800 MHz, CRC amended the Rules for
carrying out electronic communications through radio equipment using frequency spectrum,
which does not need to be individually assigned, by which were repealed the exclusive rights
for usage of 2x2 MHz for provision of mobile communication services on board vessels
(MCV services) in the band 1800 MHz. Both of the bands 900 MHz and 1800 MHz have
been identified for systems providing mobile communication services on board vessels in the
territorial waters of the Republic of Bulgaria (RB), without causing interference to and
without protection from other electronic communications networks.

In accordance with the amendments and supplements to the above-mentioned
regulations in the frequency information system of the European Communications Office -
EFIS (ECO Frequency Information System), the data on the use of the frequency resource in
Bulgaria were updated. Additional data relating to the introduction of new attributes (fields)
in the database for the usage of radio frequency spectrum also have been introduced.

The issues of community significance for the development of -electronic
communications in compliance with the principles of transparency, publicity, and consultation
stipulated in the provisions of the LEC continue to be presented in 2015 by the CRC for
public consultation.

In order to comply with these principles over the past year were conducted public
consultations about the prospects for the usage of the radio frequency bands 57-64 GHz
and 64-66 GHz. As a result of this - in the Technical requirements for operating with
electronic communications networks of the fixed radio service and the related equipment
were defined certain conditions for the use of these bands for operation of networks of the
"point to point" type, by which has been provided transmission environment with high
capacity for the development of 4G and 5G networks. In view of the effective and
efficient usage of the scarce resource - radio frequency spectrum, were updated the terms
of use, including technical parameters of certain frequency ranges.

In 2015, in order to stimulate business in Bulgaria and in particular the production of
radio equipment and their testing, following a public consultation CRC has adopted Rules on
the terms and conditions for issue of authorisations for use of individually assigned scarce
resource - radiofrequency spectrum for production needs. Thanks to that Bulgarian producers
were given the opportunity to use radio frequency resource for conducting production tests of
radio equipment with a view to the activities they develop.

The Commission has continued over the past year to pursue an active and transparent
dialogue with the stakeholders, and has performed public consultations regarding the
perspectives for the usage of radio frequency band 2.6 GHz. As a result of the consultations,
CRC has announced its intention to conduct a tender for issuance of 9 authorisations for usage
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of the radio frequency spectrum in the band 2500-2690 MHz (three authorisations with
assigned resource 2 x 20 MHz and one authorisation with assigned resource 2 x 10 MHz
within bands 2500-2570 MHz and 2620-2690 MHz, as well as five authorisations with
assigned resource 1 x 10 MHz in the band 2570-2620 MHz). Within the prescribed period no
intentions were submitted for issuing such authorisations, which is why the tender was not
held.

In connection with the submitted proposal of an existing undertaking within the public
consultations for the formation of blocks of 5 MHz and a declared interest from other existing
undertaking for the granting of spectrum of 2 x 15 MHz in the band 2500-2690 MHz, CRC
has announced its intention to conduct a tender for the issue of a total of 24 authorisations for
usage of the radio frequency spectrum (14 authorisations with assigned resource 2 x 5 MHz,
in bands 2500-2570 MHz and 2620-2690 MHz, as well as 10 authorisations in the band 2570-
2620 MHz). After reviewing the statements received it was established that there are no
intentions submitted for usage of radio frequency spectrum for these bands. In this regard,
CRC has decided that it shouldn't announce a tender for issuing authorisations for use of
individually assigned scarce resource - radio frequency spectrum in radio frequency band
2500-2690 MHz.

Following a public consultation on the method of determining the identification call
signs of the radio amateurs, the Technical requirements for carrying out of electronic
communications through amateur service radio equipment have been amended. Given the
small number of two-letter call signs and the greater interest in them in the technical
requirements was added a provision according to which the two-letter call signs should be
determined only to radio amateurs Class 1. Another significant amendment in the technical
requirements is the increase of the maximum period for the usage of the temporary signs from
one to five years.

In 2015, in order to stimulate the usage of ranges above 50 GHz, CRC amended and
supplemented the Tariff of fees that it collects under the LEC by reducing the one-off
administrative fee for networks of the "point to point" type (radio frequency bands 55-57 GHz
and 57-59 GHz, as well as 71-76 GHz and 81-86 GHz). In connection with the change of the
initial concept for providing pan-European telecommunications services through an integrated
mobile satellite system, the annual fee for use of individually assigned scarce resource - radio
frequency spectrum for carrying out electronic communications from an integrated mobile
satellite system in the 2 GHz range was divided in two.

Mobile radio service

At the request of BTC, “Mobiltel” EAD, and “Telenor Bulgaria” EAD, the CRC has
amended and supplemented the authorisations issued for usage of individually assigned scarce
resource - radio frequency spectrum in the 2 GHz band for carrying out electronic
communications through the terrestrial network enabling the provision of electronic
communications services. With amendment and supplement was performed a replacing of the
TDD bands in range 2 GHz provided for usage with FDD bands with the same range (as
further was provided the relevant duplex band). In this way each of the undertakings has an
equivalent frequency resource of 2x15 MHz for expansion, modernisation and development
of existing networks, by which the provision of mobile broadband services for consumers is
favoured.

CRC has issued temporary authorisations for the use of individually assigned scarce
resource - frequency spectrum in the 876-880/921-925 MHz bands for provision of electronic
communications for own needs through terrestrial mobile GSM-R network, to the National
Railway Infrastructure Company on the territory of the railway line Sofia - Proslav.
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Following an analysis of the radio frequency spectrum provided for use and a national
coordination and agreement of radio frequencies and frequency bands with all state
authorities, departments and agencies concerned, 110 radio frequency channels (84 simplex
and 13 duplex) were provided to undertakings for the construction of 97 new radio networks
for the provision of electronic communications for private needs through an electronic
communications network from the mobile radio service, and thus, the total number of
deployed networks reached 1912.

For the period 2012 - 2015 the rate of growth in the number of base stations operating
on UMTS technology, is significantly higher than that of the base stations operating on GSM
technology. Since the middle of 2014, mobile services provided via LTE technology also
started to be offered commercially, which determines the increase in the number of base
stations operating on this technology as of 31.12.2015. On Figure 36 is graphically presented
the ratio of the number of base stations operating with different technologies.
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Fixed radio service

In 2015, 56 amendments and supplements were made to the technical data of a total of
3044 one-way radio relay links (RRLs), including the provision of radio frequency spectrum
to 1356 new links, thus their total number was reduced to 17,301, compared to 17,423 for
2014, i.e. the number of operating RRLs is down by 0.7% since the end of 2014. The trend for
deployment of high-tech digital systems using XPIC/CCDP technologies continued, as the
number of RRLs using these systems reached 6,584 at the end of 2015 (an increase of 19 %
compared to 2014 — 5,518 links). The decrease of the number of radio relay links is associated
with the further improvement of the technology used which determined the construction of
networks with a total digital capacity of 150 to 900 Mbit/s and modulation levels of
approximately 256/512/1024 QAM or 2048 QAM in one direction.

Growth in the use of high-frequency bands was reported again, compared to the total
number of RRLs. In the 18 GHz band their number reached 5,152 (5,124 in 2014), which
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retained the share of 30% in the total number of RRLs at the end of 2015. The development of
high density electronic communications networks using the high-frequency ranges continued.
At the end of the year, RRLs in the 23 GHz, 26 GHz, 28 GHz and 38 GHz bands, for which
there are authorisations issued for the use of the frequency spectrum, totalled 6,717, as a
sustainable migration of RRLs from bands 23 GHz and 26 GHz to bands 28 GHz and 38 GHz
was observed. The percentage ratio of the four bands remains 39% of the total number of
RRLs. The duplex frequency bands 74—76 GHz and 84-86 GHz usage for high-capacity
RRLs also has continued.

Figure 37 provides information on the share distribution of the existing RRLs by radio
frequency ranges provided by authorisations for usage of individually assigned scarce
resource — radio frequency spectrum for the provision of electronic communications via
electronic communications network of the point-to-point type at the end of 2015.

-
RRLs IN OPERATION IN DIFFERENT BANDS AT THE
END OF 2015
2408;14% 2752;16%
574;3%
2714;16% 2114:12%
up to 8 GHz
1639;9% ®10-11GHz
213 GHz
m 18 GHz
5152;30% 23 GHz
m26-28 GHz
=above 35 GHz
.

Fig. 37
Source: CRC

Figure 38 shows the operating RRLs by years, compared with that part of them which
uses XPIC/CCDP technology.
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By the amendment of the Technical requirements for operation of electronic
communications networks of the fixed radio service and the related equipment were
determined conditions for usage of the radio frequency band 57-64 GHz for ultra-wideband
traffic transmission with data rate around 1 Gbit/s and higher (data rate traffic transmission
comparable to fibre optic lines) at a distance up to 1 km in with direct visibility provided.

In connection with the introduction of 4G electronic communications networks, the
usage of these bands will provide new opportunities for the undertakings providing electronic
communications services for ultra-wideband transmission through viable wireless alternative
of the communication networks with optically based solutions.

The authorisations for usage of individually assigned scarce resource - radio frequency
spectrum for provision of electronic communications through electronic communications
network for broadband wireless access (BWA) in the frequency band 3.4-3.6 GHz expired in
2015. Undertakings were not interested in continuing the duration of these authorisations. No
interest was expressed in 2015 for the usage of frequency resource in this band by new
undertakings.

Satellite radio services

In 2015, the activity related to regulation of satellite radio services was focused on the
coordination of the positions, using geostationary orbit from fixed-satellite (FSS) and
broadcasting-satellite (BSS) radio services. The approaching deadlines for launching the first
Bulgarian satellite increase the intensity of the coordination process. The goal of this process
is to avoid potential interferences to the Bulgarian planned systems on position 1.2° W (BSS)
and 56.02° E (FSS), as well as of the additional modification made to the planned position for
BSS at 1.9° E. To this end, analysis was performed of the biweekly circulars (BR IFIC) issued
by the Radiocommunication Bureau of the International Telecommunication Union, using
specialised software products provided to the administrations. Except for the analysis of the
biweekly circulars, analysis is also made of the received proposals from other administrations
to conclude agreements with a view to the successful coordination of the Bulgarian satellite
systems.
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After analysing all biweekly circulars for 2015, the relevant objections were sent to
comply with the regulatory functions of the CRC regarding the efficient use and effective
management of scarce resource - radio frequency spectrum.

CRC together with MTITC and in accordance with the terms of the Radio Regulation
has continued implementation of the procedure of conversion from an allotment into
assignment of the Bulgarian planned satellite system from fixed - satellite (FSS) radio service
of geostationary orbit position 56.02° E.

During the past year was also lodged a preliminary request for international
coordination of radio frequency bands 13.4-13.65 GHz (Space - Earth) and 14.5-14.75 GHz
(Earth - Space) allocated to the fixed-satellite radio service on a primary basis of the World
Radiocommunication Conference, held in Geneva during the month of November 2015
(WRC-15).

In 2015, in accordance with the terms of the Radio Regulation was launched the
procedure for notification of the applications for the Bulgarian planned satellite system of
radio service broadcasting - satellite service (BSS) on the position of the geostationary orbit
1.2° W, as well as the submitted additional application for modification of the BSS plan on
position of the geostationary orbit 1.9° E. At the national level were agreed the technical
parameters for the two teleports that will be part of the satellite network, in result of which the
authorisation of the undertaking was amended.

Broadcasting

In 2015, in relation to the request of the Council for Electronic Media (CEM) for the
provision of free frequency resource for 11 settlements concerning opened procedures to hold
a competition, information was provided on 21 frequency assignments in the VHF band,
including technical parameters, admissible powers, points of broadcasting, as well as other
technical information for the cities of Gorna Oryahovitsa, [htiman, Kardzhali, Silistra, Obzor
Primorsko, Yablanitsa, Ruse and Apriltsi. During the past year CRC provided 2 frequency
assignments to an undertaking providing electronic communications through networks for
terrestrial analogue broadcasting of radio signals with national coverage.

A total of 49 technical characteristics of electronic communication networks for
terrestrial analogue broadcasting of radio signals in VHF range (frequency band 87.5-108.0
MHz) were examined and analysed, of which 3 were of undertakings authorised to use
individually assigned scarce resource — radio frequency spectrum for carrying out electronic
communications through electronic communication network for terrestrial analogue
broadcasting with national coverage, and 46 — of undertakings authorised to use individually
assigned scarce resource — radio frequency spectrum for carrying out electronic
communications through electronic communication network for terrestrial analogue
broadcasting with local coverage. Technical characteristics of electronic communications
networks for terrestrial analogue broadcasting of radio signals within the LF and MF bands
(frequency bands 148.5-283.5 kHz and 526.5-1606.5 kHz) were reviewed and analysed.

With regard to the already issued authorisations for terrestrial digital broadcasting to
“NURTS Digital” EAD and “First Digital” EAD were deleted 5 stations.

National and international coordination
In 2015, in the Advisory Council for national coordination and agreement to CRC,

1989 radio frequencies and frequency bands were coordinated and agreed. National
coordination and agreement with all state authorities, departments and agencies concerned are
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carried out with the goal to ensure the aeronautical and maritime safety, the protection of
national security, and the efficient use of the radio frequency spectrum.

Upon requests received from other administrations, international coordination of radio
frequency assignments of 7 VHF radio stations with the appropriate technical parameters was
carried out, in accordance with the Regional Agreement relating to the use of the band 87.5-
108.0 MHz for VHF (FM) Sound Broadcasting, Geneva, 1984 (Geneva - 1984).

All biweekly circulars for 2015 of the Radiocommunication Bureau to the
Radiocommunication Sector of the International Telecommunications Union related to the
international information on frequencies BR IFIC (BR International Frequency Information
Circular) for terrestrial radio services were processed and analysed. In this respect, the
following radio frequency assignments to foreign administrations were coordinated:

> 27 radio frequency assignments and the relevant technical parameters,
in accordance with the Regional Agreement, Geneva - 1984;
> 103 radio frequency assignments and the relevant technical parameters

of DVB-T transmitters, in accordance with the Regional Agreement relating to the

planning of the digital terrestrial broadcasting service in the frequency bands 174-

230 MHz and 470-862 MHz, Geneva, 2006 (Geneva - 2006). Objections to 11

frequency assignments were made because of possible interference to Bulgarian

networks for terrestrial digital broadcasting of television signals.

The Radiocommunication Bureau was sent request for addition of 1 radio frequency
assignment of one Bulgarian VHF radio station in Plan Geneva — 1984.

In 2015 2 radio frequency assignments, in accordance with the Regional Agreement
relating to the planning of the digital terrestrial broadcasting in the frequency bands 174-
230 MHz and 470-862 MHz, were recorded in Plan Geneva — 2006.

In accordance with the procedures under Art. 12 of the Radio Regulation of the ITU,
93 (45 for Season A and 48 for Season B) frequency assignments for terrestrial analogue and
digital broadcasting of radio signals within the HF bands were coordinated.

Radio frequency assignments for satellite networks from the biweekly circulars BR
IFIC for fixed-satellite and broadcasting-satellite radio services were processed and analysed.
As a result of the performed examinations of the technical parameters and the further
calculations, correspondence was exchanged with the ITU and the relevant foreign
administrations which had filed their requests with the biweekly circulars. In order to protect
the Bulgarian positions on geostationary orbit and the assignments for fixed radio service
from interferences, CRC sent objections, in accordance with the procedural rules of the Radio
Regulation, to ITU and to the administrations whose satellite networks might potentially
affect us, as follows:

Written objections:

. in coordination of non-planned satellite systems and existing Bulgarian
terrestrial networks, pursuant to Art. 21 of the Radio Regulation — 11 objections for 16
satellite systems;

o in coordination of satellite networks from the fixed-satellite radio service
emitting in Space to Earth direction and a possible interference to the feeder link of a satellite
from the broadcasting-satellite radio service, pursuant to Art. 7 of Appendix 30A to the Radio
Regulation — 9 objections for 20 satellite systems;

o coordination of satellite network on planned position from the broadcasting-
satellite radio service and non-planned satellite network, pursuant to Art. 7 of Appendix 30 to
the Radio Regulation — 13 objections for 19 satellite systems;

. coordination in exceeding the carrier-to-noise (C/N) ratio for satellite systems
from the fixed-satellite radio service in frequency bands 4500-4800 MHz, 6725-7025 MHz,
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10.70-10.95 GHz, 11.20-11.45 GHz and 12.75-13.25 GHz, pursuant to Appendix 30B to the
Radio Regulation - 7 objections for 7 satellite systems.

o request for including the coordination in exceeding the carrier-to-noise (C/N)
ratio for non-planned satellite system to satellite system operating in the frequency band 21.4-
22 GHz, pursuant to Art. 9.52 of the Radio Regulation — 7 objections for 14 satellite systems.

Objections submitted via specialised ITU applications:

. coordination of satellite network on non-planned position from the
broadcasting - satellite radio service and non-planned satellite network, pursuant to Art. 4 of
Appendix 30 to the Radio Regulation — objections were made for 5 satellite systems;

. coordination of non-planned satellite station, potentially affecting another non-
planned satellite station, pursuant to Art. 9.7 And Art. 9.41 of the Radio Regulation —
objections were made for 64 satellite systems and notices were sent to the relevant
administrations;

o coordination of satellite station from broadcasting-satellite radio service and
fixed radio service when both are on primary basis, pursuant to Art. 9.11 of the Radio
Regulation — objections were made for 3 satellite systems;

o coordination of satellite station using non-geostationary orbit and satellite
system on geostationary orbit, pursuant to Art. 9.12A of the Radio Regulation — objections
were made for 10 satellite systems;

o coordination of emitting satellite station and receiving station from fixed radio
service included in the table of frequency assignments, pursuant to Art. 9.14 of the Radio
Regulation - objection was made for 1 satellite system;

o request for exclusion of the territory of the Republic of Bulgaria from the zone
of service of a particular satellite system, pursuant to the provisions of Art. 23.13/B and Atrt.
23.13/C of the Radio Regulation — for 8§ satellite systems, after coordination of CRC’s
activities with MTITC.

The protection of the orbital resources of the Republic of Bulgaria for fixed-satellite
and broadcasting-satellite radio services from other satellite systems is an important factor for
the smooth implementation and operation of the national systems and the modification made
from broadcasting-satellite radio service. Moreover, coordination allows the smooth operation
of radio services in bands on co-primary basis.

Electromagnetic compatibility

During the year, electromagnetic compatibility analyses of 81 Bulgarian and 34
foreign VHF radio broadcasting stations with the aeronautical systems ILS, VOR and COM
were carried out.

Due to the identified possible interference while carrying out analysis for
electromagnetic compatibility with aeronautical radio services, 10 radio frequency
assignments were submitted for measurement under the Methodology for measuring Al type
intermodulation products generated by the operation of closely situated VHF-FM radio
transmission stations.

1.1.2. Numbering and addressing

In 2015 were amended Ordinance No. 1 of 22 July 2010 regarding the rules for use,
allocation and the procedures of primary and secondary assignment for use, reservation and
withdrawal of numbers, addresses and names and the Functional specifications for portability
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of geographic, non-geographic and mobile numbers®. By the amendments were settled cases
of failure of an undertaking from domain of portability and refusal from usage of groups
numbers in order in these cases the information of realised number portability to reach the
CRC and the commission to be able to provide the groups with ported numbers in accordance
with regulatory requirements.

In the past year, to one new undertaking was issued authorisation for the usage of
individually assigned scarce resource-numbers. Four undertakings suspended their activity.

The total number of undertakings, to which have been issued authorisations for the use
of individually assigned scarce resource — numbers, for carrying out public electronic
communications, at the end of 2015 is 33.

In 2015, the undertakings were assigned:

» 45,200 geographic numbers;
» 400 numbers after code 700 — for the Personal Number service;
» 4 addresses (1 national and 3 international signalling point codes).

BTC has refused the usage of 949 000 geographic numbers due to optimisation of its
network. Due to optimisation of networks and services of the alternative undertakings or
termination of their activities in 2015 were released as follows:

» 2100 geographic numbers;

» 300 numbers for value-added services (90);

» 9 national signalling point codes (NSPC);

» 1 code of terrestrial mobile electronic communications network (MNC);
» 3 access code for the "carrier selection” service.

The allocation of geographic numbers assigned to the undertakings at the end of 2015
is presented on Figure 39

Allocation of geographic numbers assigned at the end of 2015
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% Functional specifications for portability of geographic numbers in case of change of provider of fixed
telephone service and/or change of address within the same geographic national destination code; Functional
specifications for implementing portability of nationally significant numbers in case of changing the public
mobile service provider; Functional specifications for portability implementation of non-geographic numbers
when changing the provider which provides the relevant service.
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The non-geographic numbers assigned to the undertakings at the end of 2015 are
presented on the following figure.
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1.1.3. Number portability
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In 2015 the trend towards an increase in the number of ported numbers in mobile
networks continues, but there is a decrease in the rate of increase in the number of ported
numbers in fixed networks, as evidenced by the following figure:
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Fig. 41
At the end of 2015:

» The total number of the ported numbers in the mobile networks for the period 2009 -
2015, is 1,233,977. In 2015, the ported numbers grew by 40%, as compared to the
previous year. The share of users who have benefited from their right to portability
formed 10% of the total number of end users of mobile service.

» The total number of the ported numbers in the fixed networks for the period 2009 -
2015, is 375,368. In 2015, the number of ported numbers has decreased by 0.9%
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compared to the previous year. 13.69% of the total number of end-users of fixed

telephone service have benefited from the right to portability.

Regarding non-geographic numbers no high growth of ported numbers was reported -
in 2015 were ported a total of 71 numbers total.

1.2. Regulation and monitoring of the electronic communications services markets

The analysis of the competitive environment on the markets of electronic
communications networks and/or services and the regulatory measures adopted in order to
ensure a competitive environment, are among the main working priorities of the CRC. The
activities related to the implementation of this objective are:

» Monitoring of the electronic communications markets

In accordance with Art. 40 of LEC, as well as Art. 15 of the Methodology for the
terms and procedures of relevant markets definition, analysis and assessment® (the
Methodology), the monitoring of the Bulgarian electronic communications market is carried
out by CRC through observation of a set of parameters for which data is collected from over
1100 undertakings by means of special-purpose questionnaires, drafted in compliance with
the public electronic communication services provided by them. The set of parameters covers
information necessary to the Commission for:

e definition, analysis and assessment of the relevant electronic communications markets
according to the 2009 European regulatory framework and the package of regulatory
documents containing the main recommendations of the European Commission
concerning the enforcement a harmonised regulatory approach by the national
regulatory authorities of the Member States;

e preparation of a summarised annual analysis on the state and development of the
electronic communications market in Bulgaria for the preceding year, part of the
regulator's Annual Report;

e providing information to the EC related to the preparation of the annual progress
reports for the single European electronic communications market aimed at achieving
the objectives set out in the Digital Agenda Scoreboard for Europe adopted in May
2010;

e providing information to international institutions and organisations of which CRC is
a member by virtue of international agreements: ITU, BEREC, Independent
Regulators Group (IRG), etc.;

e implementing a control over the fulfilment of imposed specific obligations.

Furthermore, in order to meet the imposed by analyses of the relevant markets
regulatory measures, the CRC considered reports PRI1-382/21.07.2015 and PRI1-
523/14.10.2015 related to the actual retail price offers. By its Decisions No. 318/23.07.2015
and 490/16.10.2015, the regulator established that the analysed price offers correspond to the
price limits imposed on the undertaking with significant market power.

Within the prepared market analyses and draft market analyses in 2015, CRC made a
detailed assessment of the effect and benefits of the imposed obligations on the relevant
markets on the development of competition.

Defining, analysis and assessment of relevant electronic communications markets in
accordance with the 2009 European Regulatory Framework as well as imposing specific
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obligations in the case of undertakings having significant market power on the relevant
markets

In accordance with the priorities for 2015 a second round of analyses of the markets
for wholesale local access provided at a fixed location (Market 3a) and for wholesale central
access provided at a fixed location (Market 3b) were conducted. The analyses of relevant
markets were conducted in accordance with Recommendation 2014/710/EU, which
establishes new product boundaries for those markets.

Using its regulatory tools, CRC has defined Market 3a as relevant market susceptible
to ex-ante regulation. In compliance with the conclusions of the first round of analysis CRC
has supported its conclusion that the access to duct network in the relevant market is an
essential resource factor for the development of next generation access networks (NGA), as
well as for the provision of broadband Internet access services on the retail market by
alternative undertakings. For the proportional regulation of the passive infrastructure of the
undertaking with significant market power, the commission imposed a package of regulatory
measures aiming to ensure appropriate conditions for the development of infrastructure
competition in this market.

On the basis of analysis and evaluation of prerequisites, impeding the functioning of
markets and effective competition CRC has concluded that there are no undertakings with
significant market power on Market 3b and therefore it has proposed withdrawal of the
specific obligations imposed on BTC by Decision No. 246/22.02.2011.

The analyses of Markets 3a and 3b were notified to the European Commission in July
2015 and on 13.08.2015 CRC has adopted a final decision.

In 2015 one of the priorities adopted by CRC was the preparation of third round
market analyses of the markets for wholesale voice call origination provided at a fixed
location, wholesale voice call termination provided at a fixed location and wholesale voice
call termination on individual mobile networks.

The analyses were prepared in accordance with the requirements the Recommendation
on relevant markets 2014/710/EU and were notified to the European Commission in April
2016. Within the analysis carried out in 2015, CRC came to the conclusion that the relevant
markets susceptible to ex-ante regulation are the markets for voice call termination. On that
basis, CRC has proposed a set of specific obligations to be extended, amended and imposed
on the undertakings with significant market power on the relevant markets. In relation with
the analysis of the statements of the stakeholders which were submitted within the procedure
of public consultation, as well as taking into account the practice of the regulatory authorities
of the Member States for the application of differentiated termination rates for international
voice calls, depending on whether they were generated from countries in or outside the EU /
EEA, CRC has revised its proposal for the extension of the imposed price restrictions
regardless of the origin of the call. In this regard, in 2016 it has been launched a new
procedure for public consultation on the analyses of the markets for voice call termination.

Based on the analysis of the market for wholesale voice call origination on public
telephone networks provided at a fixed location CRC has concluded that the market is no
longer susceptible to ex-ante regulation because it does not meet the three criteria test and
there are sufficient safeguards for stimulation and development of the competition in the
offering of origination services.
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Applying the recommended by the European Commission harmonised approach®” regarding
the prices for voice call termination for calls originated within the European Union / European
Economic Area, the CRC held a procedure, selected a contractor and assigned a public
procurement for adaptation of the "bottom-up" models determining the long-run incremental
costs (BU-LRIC) for the voice call termination in fixed and mobile networks in Bulgaria. The
implementation of the procurement will end in 2016.

» Collecting information and monitoring the fulfilment of obligations arising from the
Regulation on international roaming

In 2015, as well, the international roaming is regulated on the basis of Regulation III*® on
roaming on public mobile communications networks within the Union. The Regulation
stipulates for:

e Extension of the obligation to maintain maximum charges (price caps) for wholesale
and retail voice calls, short text messages (SMS) and data transfer (mobile Internet)
shall remain. Under the provisions of the amended Regulation the price caps, in force
since 1 July 2014, shall continue to apply in the current period;

e Extension of the obligations for transparency, avoidance of accidental roaming and
bill shocks;

e Introduction of an obligation for separate sale of regulated retail roaming services, in
force since 1 July 2014.

In 2015, the CRC has performed a monitoring of the fulfilment of the Regulation, and
has concluded that Bulgarian operators providing public electronic communication services
via mobile networks:

1. Offer their subscribers Eurotariff for voice call services, Euro-SMS tariff and
Eurotariff for data;

2. Do not bind the Eurotariffs with a subscription fee or any other periodic or fixed
charges, and the Eurotariffs can be applied to any retail tariff;

3. Fulfil the provisions for transparency, avoidance of accidental roaming and bill shocks
in accordance with the requirements of the Regulation;

4. Apply prices which correspond to the price caps specified in the Regulation for the
regulated roaming wholesale and retail services.

In the second half of 2015 the European Commission has launched activities for a
review of the wholesale roaming market, which will finish by the middle of 2016. In
accordance with the amendments to the Regulation and based on the results of the review of
the wholesale roaming market, the European Commission will make a legislative proposal for
a sustainable and competition friendly elimination of surcharges for roaming within the EU /
EEA, i.e. switching to "roam-like-at-home" (RLAH). For the realisation of this review, the
European Commission requested and CRC in cooperation with the Bulgarian mobile
operators has provided supplementary detailed information. The expectations are changes in
price caps for wholesale roaming within the EU / EEA to be implemented and a fair use

%7 European Commission Recommendation 2009/396/EC of 7 May 2009 on the Regulatory Treatment of Fixed
and Mobile Termination Rates in the EU

6% Regulation (EU) No 531/2012 of the European Parliament and of the Council of 13 June 2012 on roaming on
public mobile communications networks within the Union, amended by Regulation (EU) 2015/2120 of 26
November 2015.
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policy to be defined as a result of which sustainable implementation of RLAH would be
possible.

» Cooperating with the Commission for Protection of Competition

In accordance with the Rules for interaction and coordination adopted in 2008, which
aim to establish conditions for effective cooperation and coordination between both
institutions when exercising their legally delegated powers and implementing national and
European electronic communications and competition law, the Commission for Protection of
Competition (CPC) and CRC have continued their active cooperation.

In 2015, CRC assisted CPC in carrying out investigations concerning potential
breaches of the Law on Protection of Competition by some undertakings providing electronic
communications services.

For its part, the CPC has presented its opinions on the draft decisions of CRC for the
determining, analysing and evaluating the wholesale markets for:

- local access provided at a fixed location and central access provided at a fixed
location;

- voice call origination provided at a fixed location on public telephone
networks;

- voice call termination provided at a fixed location on individual public
telephone networks;

- voice call termination on individual mobile networks.

1.3. Development and technical support of National Radio Frequency Spectrum
Monitoring System
In 2015, the most highlight were activities related to technical support and preventive
maintenance of equipment of the National Radio Frequency Spectrum Monitoring System
(NMS) as well as research of the opportunities for its expansion and modernisation. In 2015,
in connection with the maintenance of the NMS established, the following procedures for
measurement equipment calibration by Public Procurement Act (PPA) were held:
e calibration of monitoring receivers integrated in mobile radio monitoring stations;
e calibration of transportable measurement systems for DVB-T networks coverage and
quality;

Also, a public procurement procedure for preventive maintenance of the operated
mobile stations antenna masts for radio monitoring was held.

By carrying out the above procedures on calibration and preventive maintenance, the
accuracy and reliability of the parameters measured with the specialised equipment is ensured
in performing control activities of the CRC on realisation of electronic communications and
fulfilment of obligations of undertakings determined in accordance with LEC requirements as
well as for end users benefit.

In 2015, regarding the technical and technological provision of the activities for
electronic communications networks control and monitoring, the following activities are
fulfilled:
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e study of the European regulators best practices in terms of technological hardware and
software equipment and dedicated software applications for control and monitoring of
new networks and technologies;

e technical support of dedicated technological equipment: fixed, mobile and
transportable monitoring stations, portable measurement equipment and NMS
communication networks (configuration, set up and administration).

At the end of 2015, for the implementation of its control functions, CRC has been
operating the following measurement systems:
e 15 fixed stations for radio frequency spectrum (RFS) monitoring - 1 manned and 14
unmanned Remote Measurement Stations (RMS) in the bands from 20 to 3000 MHz;
e 8 mobile stations for RFS monitoring;
e dedicated mobile station for GSM 900/1800 and DVB-T;
e transportable system for measurement of the GSM/UMTS networks coverage and
quality;
e transportable system for measurement of the GSM/UMTS/LTE networks coverage
and quality;
7 transportable measurement systems for DVB-T networks coverage and quality;
7 transportable measurement systems in the bands from 1.0 to 26.5 GHz;
7 transportable measurement systems in the bands from 9 kHz to 20 GHz;
7 portable measuring systems for measurement in the range of 9 kHz to 3 GHz.

1.4. International Activities of the CRC in 2015

Participation in the work of European structures

In 2015 CRC took over the functions of the Vice-President of the European Regulators
Group for Postal Services (ERGP/The Group). In this capacity the Commission actively
participated in the implementation of the ERGP Work Programme for 2015 and in the
preparation of the ERGP Work Programme for 2016, as well as the activities of expert
working groups to ERGP.

CRC was represented at the highest level in the plenary sessions of the Group, which
were held in July in Vilnius, Lithuania, and in December in Brussels, Belgium, where the
CRC’s Chairman officially took over the chairmanship of the Group for 2016.

In 2015 were conducted three meetings of the ERGP Steering Group - respectively in
January, April and September, with the active participation of CRC.

The Commission was represented in the two regular meetings of the Contact Network
held in May and October in Vilnius.

CRC participated at expert level in the meeting on postal statistics, held in May in
Brussels, as well as in a meeting of subgroup "Implementation and development of the
obligation to provide universal service" in September in Budapest, Hungary.

In 2015 the Commission continued its active participation in the work of the
Independent Regulators Group (IRG) and the Body of European Regulators for Electronic
Communications (BEREC). It was presented at the highest level in the four regular meetings
of the General Assembly of IRG and plenary meetings of BEREC, held respectively in
February, June, September and December.

CRC participated at the expert level in the four meetings of the BEREC Contact
Network, held in February, May, September and November.

Experts from the specialised administration were involved in the activities and
participated in meetings of the BEREC Expert Working Groups (EWG) "International
roaming", "Regulatory Framework", "Next Generation Networks", "Net Neutrality", "Market
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and economic analysis" "Remedies", "Benchmarking", in the activity of the harmonised
consultative process for dealing with fraud or abuse in conjunction with Art. 28 (2) of the
Universal Service Directive, etc.

Representatives of the Commission participated also in the joint seminar on
"Accessibility", organised jointly by EWG "End users" to IRG/BEREC and the BEREC
Office, which took place in March in Brussels, in the workshop of IRG on the spectrum - in
August again in Brussels and in the meeting in May in London - United Kingdom, of a
working group under Art. 7a Phase II in connection with the case NL/2015/1727 of the
Netherlands on the wholesale market for local access provided at a fixed location (market 3a).

The Commission was represented also at two what-if meetings between BEREC and
EC on connectivity and future amendments in the European regulatory framework for
electronic communications networks and services, held respectively in March and May in
Brussels.

In November 2015 in Brussels the first module of the training of BEREC on the
regulatory framework for electronic communications (2015-2016) was launched, with the
participation of a representative of the CRC.

Communication with the European Commission (EC)

The Commission maintained its active dialogue with the European Commission and
the European bodies and structures.

On 13.02.2015 in Brussels was held a pre-notification meeting on the CRC’s draft
decision for determination, analysis and assessment of the markets for wholesale local access
provided at a fixed location and wholesale central access provided at a fixed location for
mass-market products (markets 3a and 3b of Recommendation 2014/710/EU) of 9 October
2014.

As continuation of the above mentioned, in the period 17-18 June 2015 in Sofia was
held a second meeting with the representatives of the EC, where discussions were continued
on the draft measures that have to be imposed on market 3a.

The market draft analysis has been successfully notified to the EC and by Decision
No. 372/13.08.2015 CRC has adopted a final decision on the analysis of markets 3a and 3b.

Participation in the activity of specialised international organisations

In 2015 CRC intensified its attendance and active position in forums organised by the
International Telecommunication Union (ITU), Universal Postal Union (UPU), European
Conference of Postal and Telecommunication Administrations (CEPT), European
Telecommunications Standards Institute (ETSI), etc.

International Telecommunication Union (ITU)

At the personal invitation of Secretary-General of ITU, Mr. Houlin Zhao, the CRC’s
Chairman, PhD Veselin Bozhkov, took part in the Forum of the World Summit on the
Information Society (WSIS) held in May 2015 in Geneva, Switzerland, as a special guest with
an official political statement within the High Level Segment.

Another major world event annually organised by the ITU, in which CRC was
represented at the highest level, is the ministerial programme at the World Exhibition ITU
Telecom World 2015 in Budapest in October 2015.

The CRC’s Chairman, PhD Veselin Bozhkov was head of the national delegation of
the Republic of Bulgaria in the World Radio communication Assembly (RA-15) of ITU, from
26 to 30 October 2015 in Geneva. Representatives of CRC were included in the Bulgarian
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delegation at the World Radiocommunication Conference (WRC-15) in November held
immediately after RA-15.

CRC was represented also at the Regional Development Forum in Europe (RDF-EUR)
on the theme "Broadband Services for Sustainable Development", organised by the
Telecommunication Development Bureau of ITU in April in Bucharest, Romania.

Universal Postal Union (UPU)

CRC participated in the sessions of the plenary meeting of the Council of
Administration of UPU and the Conference on postal regulation that were held in November
2015 in Bern, Switzerland.

Network of regulators of the Member States of the International Organisation of La
Francophonie (FRATEL)

CRC nparticipated in the 13th annual meeting of the Francophone Network of
Regulators (FRATEL), which took place from 30.11 to 01.12.2015, Basel, Switzerland, in its
capacity of co-founder and full member of the network since its establishment.

European Conference of Postal and Telecommunications Administrations (CEPT)

CRC representatives participated in the activity of the working structures to CEPT:

— 390 meeting of the Electronic Communications Committee (ECC), 03-
06.03.2015 in Budapest, Hungary;

— The meetings of the Project Team "Technical regulation and standards for
interconnection" at the ECC-CEPT/ECC/WG NaN/PT TRIS, 18-19.03.2015,
Copenhagen, Denmark and 08-09.09.2015, Vilnius, Lithuania;

— The meeting of the working group “Numbering and Networks” to ECC-
CEPT/ECC/WG NaN, 21-23.04.2015, Sophia Antipolis, France;

— The meetings of the Committee for ITU policy (Com-ITU) in April 2015 in
Bucharest, Romania and in September 2015 in Lisbon, Portugal;

— Meetings of the project team “Monitoring and Enforcement” CEPT/ECC/WG
FM PT 22.05.- 08.05.2015 and 06-09.10.2015, Copenhagen, Denmark;

— The work meeting of Project Team NaN PT Technical Regulation &
Interconnection Standards (TRIS), 07-09 September Vilnius, Lithuania, etc.

The 50th Plenary Session of the European Committee for Postal Regulation (CERP)
was held in the period 28-29 May 2015 in Sofia, Bulgaria, which was attended by a number of
experts from CRC.

Bilateral and regional cooperation

The Commission continued to develop close bilateral and regional cooperation — both
based on bilateral agreements with our neighbouring countries, and by participating in large-

scale initiatives on a regional basis

In May 2015 in Tirana, Albania, was signed Memorandum of Understanding in the
field of electronic communications between the Communications Regulation Commission of
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the Republic of Bulgaria and the Regulatory Authority for Electronic and Postal
Communications of the Republic of Albania (AKEP).

Among other important participation in international events at the regional level
realised in 2015 are the following:

e Seminar on "Electronic communications services today and tomorrow" organised
by the national regulatory authority of the Czech Republic (CTU) and the
Association of scientific and technological society (CSVTS), 02-04.02.2015 in
Prague, Czech Republic, where CRC made a presentation on the legal and
regulatory framework in Bulgaria in terms of consumer protection, data protection
and privacy;

e Meetings of the North-East Forum for the implementation of the digital dividend
(NEDDIF) of 21-22.04.2015 in Warsaw, Poland and 14-15.10.2015, in Riga,
Latvia;

e International Conference on the occasion of the 10" anniversary of the Regulatory
Agency for Electronic Communications and Postal Services of the Republic of
Serbia, 23-24.04.2015, Belgrade;

e 6th Telecom Forum of Albania on 11-14.05.2015 in Tirana;

e International regulatory conference organised by the Macedonian regulator on 17-
21.05.2016, in Skopje, Republic of Macedonia;

e Regional Conference for regulatory activity in the sector of electronic
communications "Expanding broadband access and adoption", 27-30.09.2015 in
Budva, Montenegro;

e First meeting of the Group for the optimisation of remaining spectrum for radio
broadcasting, 01-02.10.2015, Budapest, Hungary;

o International Conference on the occasion of the 15th anniversary of the Office of
Electronic Communications of Poland on 07-08.10.2015, Warsaw, Poland, etc.

In 2015, annual seminars organised by the Turkish regulator were held again in which
CRC is actively involved at the expert level. A workshop on the regulation of spectrum was
held in Istanbul in September.

CRC participation in other significant international events

In 2015, CRC also took part in other important international events in the field of
communications at European and international level:

e Ministerial Programme at Mobile World Congress of the GSM Association
(GSMA), in March 2015 in Barcelona, Spain;

e A joint meeting of the Telecommunications and Infocommunications Board of
the Regional Commonwealth in the field of Communications (RCC), the RCC
Commission on Infocommunications and the RCC Commission on Economy
of Infocommunications in April 2015 in Ptuj, Republic of Slovenia;

o High-level conference on "Regulating in digital ecosystem", organised by the
Portuguese regulator 22.09.2015, Lisbon, Portugal and others.

1.5. CRC's administrative capacity

1.5.1. Human resources
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Establishment and maintenance of constructive organisational culture, as well as the
effective implementation of the work in it is an important part of the operation of CRC. This
is enforceable when people in the team have adequate capacity and are satisfied with their
work and responsible to it. As a state regulatory authority in their daily activities CRC strives
to realise its goals and objectives, relying on its professionally trained and motivated
employees.

In 2015, CRC performed its functions with the following distribution of the employed
officials: (Fig. 42)

e Internal Audit Function 1

e Positions directly subordinated to the CRC Chairman 1

e Coordination, Planning and International Relations Directorate 11
e Legal Regulation and General Legal Services Directorate 21
e Directorate General Communications Control 60
e Authorisations and Frequency Planning Directorate 31
e Technical Regulation and Electronic Signature Directorate 12
e Market Regulation Directorate 21
e Financial and Administrative Services Directorate 37

Structure and number of the CRC administration in 2015
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The total number of staff of the CRC is 255 positions. 200 of them were employed as
of 31 December 2015, while the vacant positions were 55. Those employed on official legal
relations are 178, 17 are on employment contract, and 5 people a collegial body.
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The predominant parts of the staff are in the age category of 30 to 59 years inclusive.
Of the total number of employees in the CRC, 189 have higher education, and master's degree

have 158 (Fig. 43).
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The allocation of employees with higher education is in the following areas: technical
sciences, legal sciences, economic sciences, humanitarian sciences, etc. (Fig. 44).
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In the process of recruiting civil servants for the CRC’ administration, the Law on
Civil Servants, the Ordinance on Recruitment Procedures for Civil Servants, and the Internal

Rules are applied.
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According to the statutory requirements, in 2015 at the CRC are organised and
conducted 19 competition procedures, in result of which till the end of the year are appointed
12 new employees. Employees leaving employment for the same period are 23.

Methodology for identification of key positions and Methodology for continuity,
interoperability and career development in the administration of the CRC were developed and
adopted in order to better planning and selection of human resources. According to the first of
the abovementioned methodologies, 29 key positions were defined in 2015. The
implementation of the two methodologies will provide more opportunities for motivating
employees to continue their careers in the Commission, as well as will improve continuity of
the work.

In order to maintain up to date knowledge and acquire new knowledge, the employees
of CRC participated in trainings conducted by external organisations and specialised trainings
conducted by the Institute of Public Administration.

The fields of training in different courses and seminars and the number of participants
are presented on Figure 45 as follows: (Fig. 45)

e Managerial skills 67

e Prevention and countering corruption 6

e Protection of classified information 37
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1.5.2. Information services

In 2015, CRC continued its work on building its internal and external information
systems with a view to increase the quality of work of its administrative employees, to
facilitate the access of the citizens and the business to information and provision of electronic
administrative services. The activities related to the Commission's participation in e-
government projects in the Republic of Bulgaria are as follows:

Maintenance and operation of the information system “Licensing and Registers” providing 39
electronic administrative services to citizens and business. The information system design and
implementation was financed by the Operational Programme "Administrative Capacity" and
is certified under the Ordinance on the general requirements for operational compatibility and
information security. Information system “Licensing and registers”, supports the management
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of IT processes in maintaining the electronic records of the Commission and allowing public
access via the Internet in accordance with the requirements of the LEC, LEDES and the Law
on Postal Services (LPS). The system is connected with document turnover system “Eventis”
in terms of receiving incoming numbers of documents received through “Licensing and
Registers”, issuing resolutions, etc.

Exploitation of a Documentary Portal to the document turnover system “Eventis”, which
enables citizens and businesses to send electronically signed documents and receive electronic
statements by CRC.

2. Other important activities
2.1 Standardisation

CRC performs the functions of the National Standardisation Organisation (NSO) for
the European Telecommunications Standards Institute (ETSI) in compliance with Art. 30,
item 22 of LEC. CRC continued to actively participate in the work of four
Technical Committees (TCs) for standardisation (TC47, TC57, TC75, TC80) to the Bulgarian
Institute for Standardisation (BDS), which dealt with electronic communications.

In 2015, CRC took part in procedures of ETSI as follows:

Table 12
Number of
2015 processed NG QE

documents procedures
Vote(TAP) — Voting (two-step procedure) 10 8
ENAP — One-step procedure 93 39
MYV — Member voting 32 13
Withdrawal — Withdrawal 6 1
PUB — All weekly received documents 1347

CRC notified ETSI electronically of the national EN standards published by BDS
introducing the relevant ETSI EN standards.

In 2015, 75 ETSI EN standards were introduced by endorsement as Bulgarian
standards.

The translations of the titles of draft ETSI harmonised standards have been prepared
and agreed on time by correspondence at TC of BDS.

On its website, CRC maintains and updates on an ongoing basis the standards and
standardisation documents of ETSI on the different procedures that are available for all
concerned parties, including Small and Medium-sized Enterprises (SMEs). A reference is
maintained to the SMEs portal of BIS, where updated information is available on the role of
SME:s in the development of information and communication technologies, reflected in the
programmes of the European standardisation organisations.

2.2. Radio equipment and electronic communication terminal equipment

In the past year, in compliance with Art. 269 of LEC, CRC received, through the
European portal OSN (One Stop Notification) for electronic services at the Directorate-
General for Enterprise and Industry of the European Commission, timely reviewed and stored
652 notifications for radio equipment which will be placed on the market. After analysing the
notifications received CRC has sent 180 letters to which applicants have been informed about
the inability of radio equipment to be put into service on the territory of the Republic of
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Bulgaria or the ability of particular radio equipment to be put into service in line with the
conditions and the relevant technical parameters specified in the Bulgarian regulations.

The following chart displays, for comparison purposes, the number of received
notifications and the number of letters sent by CRC, for the period from the creation of the
European OSN portal in 2008 until the end of 2015.
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Fig. 46

In 2015, representatives of the CRC participated in the work of preparing the new Law
on technical requirements for products (LTRP) by which the Bulgarian legislation transposing
Directive 2014/53/EU. Participants from CRC in the interdepartmental working group for
drafting the new LTRP had a significant contribution in the preparation of amendments to the
LEC in relation to draft new LTRP.

2.3. Performance of obligations related to Chapter 15 of LEC

In fulfilment of its obligation under Art. 243b, para. 5, CRC prepared and sent to the
European Commission and European Union Agency for Network and Information Security
(ENISA) an annual report, by which was provided information about one occurred incident
that meets the criteria in the "General requirements for carrying out public electronic
communications". The incident is in the consequence of complicated meteorological situation
in the country when multiple objects of fixed and mobile networks remain without external
power supply. This leads to interruption of the telephone services and Internet access in a
number of settlements in the regions of Pazardzhik, Plovdiv, Kardzhali, Haskovo and
Smolyan. By data submitted by the undertakings approximately 150,000 subscribers were

% Directive 2014/53/EU of the European Parliament and of the Council of 16 April 2014 on the harmonization
of the laws of the Member States concerning the provision of the market of radio facilities and repealing
Directive 1999/5/EU
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affected. During the incident have been taken the necessary measures for the timely
restoration of services.

2.4. Electronic signature

The usage of information and communication technologies in various spheres of the
economy creates opportunities for innovation and growth in the field of certification services.
The reliable electronic interaction between citizens, the undertakings and public authorities
will increase the effectiveness of public and private online services, electronic business and e-
commerce. The usage of qualified electronic signature (QES) as a means of guaranteeing the
identity of the sender and the authenticity of the content in the online environment, increases
the confidence of citizens and businesses in electronic transactions and stimulate the usage of
the increasing number of electronic administrative services. In this regard, in 2015, was
observed a substantial growth in the sale of certificates issued by certification service
providers (CSP) for legal entities compared to those for the individuals. Compared with 2014
was registered an increase by 9% in the issued and re-issued certificates for individuals and by
16% for legal entities (Fig. 47). In QES certificates for freelancers and certificates for specific
purposes was reported an increase over the previous year by 20% and 17% respectively (Fig.
48). CPSs continued the innovative development of their activity by developing and offering
certification services and products for information and cryptographic security, responding to
modern needs of citizens and businesses.
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As a whole, the financial results of the certification sector in 2015 showed 6% increase
in revenue and 32% decrease in investment compared to 2014. Increasing the number of users
of electronic signature and annual revenue of CSPs are evidence of increased usage of a QES.

In pursuance of its control functions in accordance with the Law on Electronic
Document and Electronic Signature in the past year CRC has accomplished 5 planned
inspections of the activities of CSPs: “Infonotary” EAD, “Information service” AD, “Borika-
Bankservice” AD, “SEP Bulgaria” AD and “Spectrum” AD. The inspections covered the
compliance with measures taken to guarantee safety and secure continuity of the providers'
activity. The results of the inspections showed that no significant defaults were established in
the companies’ activities CRC continues to maintain and update the Bulgarian Trust List (TL)
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containing data for CSPs. The publication of TL builds trust in the online environment and
facilitates the cross-border use of online services in the EU.

In 2015, representatives of the CRC participated in interdepartmental working group
established by MTITC for the preparation of draft law on electronic identification and a draft
amendment to the Law on Electronic Document and Electronic Signature. The preparation of
both projects is in order to introduce to the Bulgarian legislation the requirements of
Regulation (EU) No 910/2014 of the European Parliament and of the Council on electronic
identification and trust services for electronic transactions in the internal market was issued.
The Regulation aims at a European level to contribute to the development of a digital single
market, to accelerate progress in key areas of the digital economy and to promote the full
integration of the digital single market by facilitating cross-border usage of online services
and in particular - by facilitating secure electronic identification and electronic authentication.

2.5. Communications control

In performance of its control functions, in 2015 as well, the CRC has observed the
principles of the law, non-discrimination, transparency and protection of end users in the
Republic of Bulgaria in strict compliance with LEC and the regulations in the area of
electronic communications.

The territorial structure of CRC allows its control functions to be performed on the
entire territory of the country by the main unit in the city of Sofia and by five regional units in
the cities of Plovdiv, Burgas, Varna, Veliko Tarnovo, and Vratsa.

2.5.1. Monitoring and control of the radio frequency spectrum for civil needs

The availability of free RFS is getting more and more critical for both the introduction
of new technology and the competition development in this sector. The development of
technology and the need to provide up-to-date data on RFS availability increasingly
strengthens the significant role of monitoring and control in regarding its effective
management. The establishment of conditions for the normal operation of the constructed
radio networks, without harmful interferences, requires constant monitoring and control. The
constant monitoring contributes to the timely localisation and elimination of sources of radio
interference and illegal broadcasting equipment.

The growing number of users of services provided using RFS also requires
strengthening of the role of monitoring for the effective management of this scarce national
resource. On the other hand, the continuous improvement of the electronic communications
requires providing the undertakings with the highest possible volume of free radio frequency
spectrum and the least restrictive technical conditions.

CRC carries out its main activities of monitoring and control of RFSs by the
established NMS. Periodic preventive control was carried out through fixed and mobile
stations for radio monitoring on the entire country territory to ensure non-discriminatory
treatment of the lawful spectrum users and to guarantee a certain quality of the electronic
communications services provided to end users. In 2015 as well, particular attention was
given to the monitoring VHF frequency ranges for radio and television broadcasting for the
evaluation of the electromagnetic environment and cross-border interferences.

In 2015 main RFS monitoring and control activities were as follows:

e Protection of the interests of end users by establishing conditions for normal work
of legitimate spectrum users and ensuring a certain quality of the electronic
communications services provided to end users, as well as avoiding interfering and
illegal broadcasting through exercising preventive and following control.
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The steady trend of maintaining the parameters of broadcast radio signals according to
the standards and reducing the secondary and intermodulation broadcasting generated
continued, including in the scope of air radio service. In 2015, as a result of the
ongoing regular planned monitoring, the undertakings were sent electronically data
from 13,035 measurements made of basic technical parameters of radio broadcasting
stations. As a result of the preventive control of the radio frequency spectrum, 10
instructions were given (about 23% less than 2014) for deviations of technical
parameters, which had to be remedied within one month. In connection with the given
instructions 7 control inspections were carried out. It has been ascertained that the
undertakings have taken the necessary measures for bringing the broadcasting stations
in compliance.

Control regarding conformity with the rules for the use of radio frequencies and
radio frequency bands for civil needs.

In implementing the policy for management of the radio frequency spectrum and the
conditions of the issued authorisations, a scheduled daily monitoring was carried out
in frequency bands 20-3000 MHz through fixed (manned and unmanned) stations for
radio monitoring by NMS, while through mobile stations for radio monitoring was
carried out periodic control and monitoring on the entire country territory.

Monitoring and control of the conformity of the established broadcasting stations
for analogue terrestrial broadcasting of radio signals and digital terrestrial
broadcasting of television signals with the approved technical characteristics.

73 measurements of basic technical parameters of broadcasting stations were carried
out in fulfilment of CRC decisions to verify their compliance with the approved
technical specifications. In connection with the identified inconsistencies, 5
prescriptions for bringing in compliance of the broadcasting stations are given. It has
been ascertained that the undertakings have taken the necessary measures for bringing
the broadcasting stations in compliance.

Monitoring for evaluation of the electromagnetic environment:

* Monitoring of VHF frequency ranges for radio and television broadcasting for
evaluation of the electromagnetic environment and cross-border interferences.
Annually, mainly in border country areas, measurements are conducted in
order to assess penetration of signals from neighbouring countries and analysis
of compliance with the protective ratio between the EMF intensity of
broadcasting transmission stations (according to Rec. ITU-R BS. 412).
Measurements were summarised, analysed and objectified in 528 measurement
protocols. The above measurements are carried out on the territory of 73 border
settlements and have concerned the intensity of the electromagnetic field as
determining the direction of registered broadcasts from the territory of the
neighbouring countries: Turkey, Serbia, Romania, Ukraine, Russia, Macedonia
and Greece. Conventional special attention was paid to the evaluation of the
electromagnetic environment and cross-border harmful interferences during the
summer months on the Bulgarian Black Sea coast - regular measurements were
conducted in 7 settlements on the Bulgarian Black Sea coast. Once again was
established that penetration of cross-border transmissions along the Black Sea
coast in the summer period is affected too much by: air temperature, sea
temperature and sea condition. As result of actions undertaken during past
years, no interference to Bulgarian broadcasting stations has been registered in
their areas of service and relatively lower levels of cross-border signals
received from Turkish broadcasting stations were registered.

=  Monitoring of frequency ranges intended for mobile PMR networks:
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Monitoring was carried out through fixed (manned and unmanned) radio
monitoring stations of NMS to evaluate the actual availability of RFS and to
register illegal radio broadcasting in PMR network ranges on the territory of:
Sofia city (Fixed Station - FMS Sofia), Bryastovets village (Remote
Measurement Station - RMS Bryastovets), Botevo village (RMS Botevo),
Plovdiv city (RMS Plovdiv), Vidin city (RMS Vidin), Blagoevgrad city (RMS
Blagoevgrad) Stalevo village (RMS Stalevo), Todorovo village (RMS Pleven),
Radingrad village (RMS Razgrad), Ledenik village (RMS Veliko Tarnovo),
Pazardzhik city, Montana city and Ruse city. Protocols of the measurement
results.

Evaluation of the electromagnetic compatibility of VHF radio broadcasting
stations in the band 87.5-108.0 MHz and the radio navigation and
communication equipment of the aeronautical services using the band 109-137
MHz.

In 2015, measurements were carried out of 6 radio broadcasting stations: city
of Sofia, 51, James Boucher Blvd., the building of Energoproekt; Ruse city,
Radio and TV Station (RTVS) Levent Tabia, Posabina village, Popovo
municipality, Radio Broadcast Centre (RBC) VHF Praktika; Provadiya town,
TV repeater station (TVRS) Royak; Veliko Tarnovo city, RTVS Arbanasi and
Belogradchik town, RTVS Belogradchik in order to guarantee the
electromagnetic compatibility and trouble-free operation of the communication
equipment of the aeronautical services. The measurements were carried out
according to the Methodology for measuring intermodulation products of type
"Al", occurring during the operation of closely situated VHF-FM radio
broadcasting stations (according to item 2.5. of Appendix 1 to the Technical
requirements for operation of the electronic communications networks of the
Radio broadcasting service and the related equipment);

e Monitoring and control over the quality of provided services with a view to the
protection of public and consumer interest:

Monitoring over received complaints and signals from legitimate spectrum
users, citizens, organisations and institutions

In 2015, 184 cases of radio interference were examined (fig. 49) and 290
measurement reports were drawn up on the results. The necessary measures for
quick localisation and elimination of interfering sources were timely
undertaken. In 2015, a relatively high share was held by radio interference
resulting from electromagnetic incompatibility and mutual interferences as a
result of the shared use of different technology in bands designated for the
operation of mobile radio networks; There were insignificant number of cases
of registered interference compared in 2014 of terrestrial mobile networks
resulting from the use of household devices by citizens (wireless
radiotelephones, baby monitors, etc.) imported from outside European Union
(for instance, USA and Canada) or purchased online that operate under DECT
6.0 standard in frequency bands, which are not permitted on the territory of the
Republic of Bulgaria. Figure 50 shows a comparative analysis of radio
interference cases solved in relation to complaints received, by type of radio
services for the period 2012 - 2015.
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e Monitoring and inspections concerning received complaints and signals related to the
ensured coverage of the terrestrial digital television of DVB-T standard:

Source: CRC

Measurements and inspections were carried out in relation to 36 complaints
and signals from applicants as forwarded to CRC from other institutions
(CEM, MTITC, etc.).

The results from the performed scheduled measurements and inspections under
these complaints were summarised in 255 measurement reports. Analysis of
the results of the inspections made in relation to received complaints
concerning issues with the coverage of electronic communications networks
under DVB-T standard is presented on Figure 51.

4 I
Complaintsfor DVB-T networks, 2015

8:22%

4 11%

B Problems on availability of coverage
B Technical issues, reception
General digitization matters

Technical issues, broadcasting

Fig. 51

e Coverage of mobile terrestrial networks

In 2015, in relation to received 79 complaints and signals for the lack of
coverage, analyses were made, 197 measurement protocols were prepared, and
49 statements were drawn up regarding the coverage declared by the
undertakings for the settlements subject to complaints received by the
Commission.

Subsequent to the planned measurements of mobile networks coverage and
quality, according to standard GSM/UMTS/LTE 324 measurement protocols
have been prepared

The results from the RFS monitoring and control carried out in 2015 were summarised
in 9269 measurement protocols as for the performed scheduled monitoring 8695
measurement protocols have been drawn and their analysis by types of activities is displayed

on Figure 52.
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2.5.2. Inspection activity
In 2015, the CRC control activity related to electronic communications provision pursuant to
LEC and to compliance requirements of LEDES, was focused on:

2.5.2.1. Control on the provision of electronic communications under LEC

In 2015, 1963 inspections were carried out in relation to: implementation of CRC
Decisions; compliance with the provisions of the authorisations issued; compliance with the
requirements of Chapter Fourteen and Chapter Fifteen of the LEC; compliance with the
General requirements for carrying out public electronic communications; sending unsolicited
messages for direct marketing and advertising by the undertakings without the prior consent
of users; non-provision of detailed bills to end users; portability of geographic, non-
geographic and mobile numbers; claims of consumers regarding high bills charged and
incorrect billing of calls in international roaming; radio interference to legitimate RFS users;
problems and/or lack of quality coverage of mobile networks and digital television
broadcasting networks; problems with the quality of provided service to end users; provision
of services without notification/permission; provision of information to CRC, etc.

About 52% of the inspections performed were of the three major undertakings
providing electronic communication services (fig. 53) in relation to complaints submitted to
CRC by end users concerning the services provided by them: BTC — 415 inspections,
“Mobiltel” EAD — 372 inspections and “Telenor Bulgaria” EAD — 231 inspections.
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In 2015, the most highlight was given to the compliance with the requirements of the LEC
concerning the protection of end users' interests as the most important inspections types are
as follows:

e Inspections related to the protection of end users interests:

= compliance with the requirements of Chapter 14 of LEC concerning
contracts with undertakings providing electronic communications services:
turning fixed-term contracts into permanent ones; termination of fixed-term
contracts with a one-month notice; general terms of individual contracts;
conditions and terms for payment of services offered; prices of services
offered; prices of tariffs and conditions for usage of bundles, requisites of
individual contracts offered, etc. 202 inspections were carried out of: BTC — 67
inspections, “Mobilte]” EAD — 64 inspections, “Telenor Bulgaria” EAD — 37
inspections and 34 inspections of other undertakings providing electronic
communication services;
= concerning contesting bills and accrued penalties - in 2015, a total of 300
inspections were carried out, of which: BTC — 81 inspections, “Mobilte]” EAD
— 107 inspections, “Telenor Bulgaria” EAD — 61 inspections and 51
inspections of other undertakings providing electronic communication
services;
= compliance with the requirements of Chapter Fifteen of the LEC
concerning the protection of consumer data - 264 inspections were carried
out concerning:
= sending unsolicited messages for direct marketing purpose and
advertising without the prior consent of the user — 183 inspections were
carried out;
= free-of-charge provision of itemised bills for services used — 81
inspections and others;
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e Inspections concerning compliance with the General requirements for carrying out
public electronic communications. In 2015, a total of 193 inspections were carried out,
of which: BTC — 30 inspections, ‘“Mobilte]” EAD — 60 inspections, “Telenor
Bulgaria” EAD — 25 inspections and 78 inspections of other undertakings providing
electronic communication services;

e Inspections related to solving problems in the number portability implementation in
case of changing the telephony service provider. In 2015 124 inspections of
complaints related to obstructing the users' right to portability of mobile and fixed
numbers were carried out;

e Inspections of the compliance of the transmission stations and compliance with the
provisions of the authorisations and decisions of the CRC. In 2015, 240 inspections
were carried out, as 88 of inspections carried out were of electronic communication
networks for terrestrial analogue and digital radio and television broadcasting for
compliance of the transmission stations with the technical parameters approved by
CRC, as well as compliance with the provisions of the authorisations issued and with
the Technical requirements for operation of the electronic communications networks
of the Radio broadcasting service and the related equipment. 6 inconsistencies to the
technical parameters approved by CRC were found, one act for establishing of
administrative violation (AOV) was issued and prescriptions to 5 undertakings were
given which have been removed within the period prescribed;

e Inspections of electronic communications networks of the mobile radio PMR in
relation to the effective use of the scarce resource provided — radio frequency
spectrum: 73 inspections were carried out of undertakings providing electronic
communications for private needs via electronic communication network from a
mobile radio service of the PMR type, no violations of LEC were found;

e Inspections of cable electronic communication networks for transmission and/or
distribution of radio and television programmes, for data transfer without use of scarce
resource: 204 inspections were carried out. 91 AOV were drawn up related to non-
fulfilled obligations of the undertakings to provide CRC with activity report for 2014
and compliance with the General requirements for carrying out public electronic
communications.

During the last 2015 quarter, a practice of carrying out of inspections determined on
the risk analysis basis has started. 39 inspections have been carried out, as follows: 22
inspections for compliance with the requirements of Art. 50 of the General requirements and
17 inspections concerning the provision of electronic communications under the LEC and the
authorisations issued to the undertakings. During the inspections carried out, a compliance
with the provisions of the issued authorisations was established and no violations of the LEC
were found.

The summarised data for the performed control activity and the engaged
administrative and punitive liability in violations of LEC and secondary regulations in 2015,
are displayed on Figure 54 and Fig. 55.
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As a result of the inspections carried out, for the administrative violations of LEC
established, 232 acts of administrative violations were drawn up and delivered in 2015.
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2.5.2.2. Control activity on the compliance with the requirements of LEDES

In 2015, 5 scheduled inspections were carried out concerning compliance with the
requirements of the LEDES and 3 inspections on one complaint received in the CRC. During
the inspections, no violations of LEDES requirements were found.

2.6. Introduction of complex administrative services

In 2015 CRC took actions for introducing complex administrative services. CRC
amended the application forms for providing administrative services and included in them
information that customers can take the opportunity to ask for the provision of complex
administrative services. CRC also approved an application form for providing complex
administrative services.

Next, action was taken for updating the information on the CRC website concerning
the administrative services provided, the order and organisation of their provision. CRC
published information about the complex administrative serves in order to facilitate users. The
information was published in the "About us" tab - "Administrative services".

2.7. Administrative penal responsibility
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In order to direct the undertakings’ behaviour in favour of end users, in 2015 the
Chairman of CRC issued 96 (ninety six) penal decrees (PDs) for violations of the regulations
controlled by the Commission. The total amount of sanctions determined by PDs is BGN
533,400.

At present, 34 (thirty four) of the PDs issued in 2015 have entered into force. PDs, for
which voluntary payments have not been made, are sent by competence to the National
Revenue Agency. 1 (one) PD has been cancelled. The remaining PDs are still being appealed
before the relevant court (regional or administrative).

2.8. Protection of the interests of users of electronic communication services

In 2015, CRC received 2,512 complaints by users against different undertakings
providing public electronic communication services. CRC also received 47 inquiries under the
LEC.

User complaints concern the following problems:

- cable damages — 11 complaints;

- credit limit — 11 complaints;

- quality of telephony service/fax — 11 complaints;

- overhead cables — 13 complaints;

- mobile network coverage — 75 complaints;

- quality of Internet access service — 70 complaints;

- unfair trade practices — 58 complaints;

- lack of fixed telephony service — 26 complaints;

- complaints under Art. 231 of LEC — 11 complaints;

- activation of unwanted Internet service — 2 complaints;

- complaints from the tariffing of mobile telephony services — 15 complaints;
- incompetent service — 104 complaints;

- non-provision of itemised bills — 32 complaints;

- contract termination — 141 complaints;

- bill complaints — 711 complaints;

- contract termination (Art. 229a of the LEC) — 19 complaints;

- contract termination (Art. 228, para. 3 and para. 5 of the LEC) — 56 complaints;
- receiving unsolicited commercial messages — 70 complaints;

- geographic number portability — 11 complaints;

- mobile number portability — 28 complaints;

- remote sale contracts — 19 complaints;

- collection of liabilities by collection companies — 119 complaints;

- roaming — 13 complaints;

- involuntary access to roaming services in border areas - 10 complaints;

- contractual relations — 237 complaints;

- bills for mobile Internet use — 69 complaints;

- locked telephone device — 8 complaints;

- TV service quality — 43 complaints;

- mobile Internet quality — 28 complaints;

- pre-paid service issues — 52 complaints;

- complaints about electromagnetic emissions — 11 complaints;

- complaints under Art. 42 - Art. 45 of the General Requirements — 24 complaints;
- complaints under Art. 46 - Art. 48 of the General Requirements — 5 complaints;
- complaints under Art. 49 of the General Requirements — 22 complaints;

- complaints under Art. 50 of the General Requirements — 8 complaints;
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- telephone frauds — 2 complaints;

- disturbing incoming calls — 4 complaints;

- complaints about constructed electronic communications networks - 1 complaint;
- roaming bills — 54 complaints;

- ambiguity of contractual terms — 51 complaints;

- complaints about value-added services - 50 complaint;

- failure to provide mobile telephone service — 4 complaints;

- quality of mobile telephone service — 3 complaints;

- non-provision of itemised bill — 1 complaints;

- others — 199 complaints.

Based on the foregoing, it is clear that in 2015 the downward trend regarding the total
number of complaints filed with the regulator is continued (by nearly 10%).

More than half of the received complaints refer to incompetent service, termination of
contracts, complaints over bills (including for mobile Internet), quality of the "Internet access
service" (mobile and fixed), collection of liabilities by collection companies, ambiguity of
contractual terms and non-fulfilment of certain contractual obligations

When the complaint concerns non-fulfilment of contractual obligations (contract
dispute), the regulator requested opinions of the respective undertaking, in order to cooperate
and assist the affected end-user. As a result of these actions the undertakings respected the
recommendations of the CRC, which led to dispute settlement in favour of the user. In this
connection, the total number of opinions requested from undertakings amounted to 1025. The
total number of positive opinions, with which the undertakings satisfied the complaints of
users/subscribers and solved the issues amounted to 617. The negative opinions were 408.

A number of complaints were also forwarded by competence to other state bodies
(Commission on Consumer Protection (CCP), the National Construction Supervision
Directorate, the Commission for Personal Data Protection, the Ministry of Health, the
Prosecutor’s Office of the Republic of Bulgaria, etc.).

2.8.1. Amendments to the General requirements for carrying out public electronic
communications (General requirements)

By Decision No. 633/17.12.2015, the CRC started a procedure for public consultation
of the draft decision on amending and supplementing the General requirements. The draft
provided a number of amendments aiming to strengthen consumer protection in electronic
communications services.

The draft provided explicit rules under which the individual contract signed on
promotional terms, shall include the duration of the promotion, the promotion terms and the
monthly fee payable for the duration of the promotion. The objective of the introduced
requirement is to ensure the right of informed consumer choice on the conditions for use of
services during the promotional period. CRC has reported that at present there is no sufficient
transparency in the use of services on promotional terms.

The draft also regulates the procedure for notifying users of prepaid mobile telephone
services about amendments of the contract. In the event of such an amendment subscribers
should be duly informed in order to ensure their right of informed choice. At the same time,
the prepaid services have their peculiarities that require separate regulation of the content of
the notification for amendment to the originally agreed terms.

The right of mobile telephone service subscribers to require the deactivation of mobile
data service from the undertaking was also settled. CRC considers that the amendment will
create the conditions for the subscriber to make free choices, depending on their needs. Also,
this will prevent the possibility of charging for services that are expressly refused by them.
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An obligation is set out in order to provide access to electronic maps of the mobile
networks coverage of the undertakings providing mobile public electronic communications
services. These maps should be created by common rules to allow comparability of
information. Publication requirements are also included concerning the coverage of the fourth
generation networks. The various specified values for the gradation of coverage take into
account the specifics of the various network technologies. The values are defined in terms of
setting 4 equal requirements for coverage achieved by the undertakings and in order to ensure
a certain quality of services provided to end-users.

In the new Art. 52 of the draft the procedure is set out for obtaining the documents
under Art. 260, para. 2 and Art. 260a para. 1 of LEC by the subscribers. This will ensure the
subscribers' right to receive timely information in their preferred form about the amounts due
for services during the reporting period.

The new Art. 53 of the draft regulates the obligation for undertakings to provide an
opportunity for immediate termination of the existing telephone connection. The objective of
that provision is to limit the possibilities of telephone frauds and misuse of numbers.

In conclusion, the document provides a number of editorial amendments, in order to
refine the existing provisions of the General requirements.

2.8.2. Procedures carried out by CRC under Art. 78 of the LEC

At present, CRC has adopted 13 decisions on Art. 78 of the LEC regarding non-
compliance with the General requirements. With the decisions on the relevant undertakings
were imposed obligations for termination of identified violations of the General requirements
affecting consumers, as well as for preventing further infringement of consumer rights.

Some of the decisions have entered into force, while the rest were appealed before the
Supreme Administrative Court.

2.8.3. Information campaigns to increase the consumer awareness

CRC has repeatedly called for all users of electronic communications services’
attention to the fact that:

- They should carefully examine each document, which the undertaking offers them to
sign, and the applicable general terms and conditions. Only afterwards, if they agreed with the
terms, they should proceed with the conclusion of the contract;

- Any user who has decided to conclude a new contract or to amend an existing one,
should not rely solely on consultants of the mobile operator when making his/her choice of
’the most appropriate tariff plan”. This is because the consultants are not familiar with the
specific needs of each individual customer. Therefore, CRC advises that choice should be
made before signing the contract through independent and thorough study of the offered
tariffs, tariff plans and/or bundles by the user himself. To be favourable for the user, the
chosen tariff plan should correspond to the maximum extent of his/her needs;

- Consumers should be particularly vigilant when they are offered so-called "gifts"
(mobile phones, devices for usage of mobile Internet, tablets, etc.), because usually they are
offered with an obligation to sign a contract for a period of 12 or 24 months. In most cases the
preliminary termination of such a contract is subject to the payment of forfeits and of the
value of the provided "gift";

- Creating a false impression to the consumer that he will receive a "gift" (without the
trader mentioning that this is related to the conclusion of a fixed-term contract) constitutes an
unfair trade practice, so that each user affected by such may contact CCP for taking action by
competence;
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- Upon receipt of advertising messages for games etc. the user should not immediately
answer or confirm his/her participation via SMS, as this can lead to activation of a paid
subscription service. Application for the use of these services should be made only after the
user is familiar with the conditions and prices that would be charged by the provider.

2.8.4. Cooperation with CCP

In cases of alleged unfair trade practices or other violations of the Law on Consumer
Protection reported by users, the CRC has timely notified the CCP to take action by
competence. Some of the problems for which the CRC made a referral to the CCP are as
follows:

- difficulties with the termination of the contract due to the death of the subscriber;

- charging a fee for reconnection;

- coding the phone device to use the services in the network of specific undertakings;

- complaints of failure to act or delay in repairing damaged/defective end device under

warranty;

- complaints from unfair trade practices carried out against the elderly, which result in
deception at the contract conclusion; deception that a gift is provided; deception
concerning the parameters of the subscription plan, etc.

- complaints relating to the conclusion of distance contracts;

- complaints concerning the provision of misleading and incorrect information when
concluding a contract;

- complaints from impeding the right to terminate an individual contract;

- complaints about the provision of unwanted services /mobile Internet/;

- complaints concerning the coverage of the network and providing false information in
the interactive maps of undertakings with regard the real coverage provided;

- complaints regarding discontinued services on all contracts due to unpaid obligations
only on one contract.

- complaints from various forms of unfair trading practices;

- complaints of deceptive (misleading) advertisements and terms applied in the provision
of services;

- complaints from sending unsolicited e-mail messages;

- complaints from providing games and paid services;

- complaints from activation of unsolicited services.

2.8.5. Other activities

By a Protocol decision No. 6 of 16 July 2015 CRC has adopted a position on the
application of Art. 41, para. 1 of the General requirements. In the position it is stated that all
General terms and conditions of the contract between consumers and undertakings providing
electronic communications networks and/or public electronic communications services should
be presented at any commercial site of the undertaking in a place where they are visible to all
users. In the position CRC advises end users to thoroughly examine the applicable terms and
conditions before signing a contract for electronic communications services. In the position it
is stated that in the General terms and conditions are set out important rights and obligations
for the end user. The position is available on the website of CRC in the "For Consumers" tab,
"Positions of CRC" section.

CRC has approved a survey questionnaire concerning the satisfaction with the
administrative services provided by the CRC. The aim of the survey is to provide better, faster
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and more efficient administrative services. The questionnaire was published on the website of
the CRC and was placed in visible places for consumers in the CRC’ headquarters.

Also, in order to collect updated information about customer satisfaction with the
Internet access service, the Commission developed and publishes on its Internet page
"Satisfaction survey of end users with the quality of the Internet access service”. The
information collected will enable the CRC to analyse and monitor for the presence or absence
of problems when end users use the service as well as for the extent to which the agreed
conditions meet the actual service provided.
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