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YBAXAEMU OAMU U TOCIMOAA,

Komucus 3a perynupaHe Ha cbobuieHusaTa, rp.Codums, yn. "Typko” Ne 6 Bu kaHun ga nogagete
odhepTa 3a cknoYBaHe Ha JoroBop c npegMet: [logopwxka Ha Active Directory Ha 6asaTta Ha MS
Windows Server 2003 n BbTpeltHa PKI nHterpupaHa ¢ aktuBHaTa anpekropus’.

HacTosiaTta nokaHa e usroteBeHa ¢ uen ga Bu nomorHe ga ce 3ano3HaeTe ¢ ycnosusita u ga

noaoroTBuTe ceouTte OCbepTl/I 3a y4dacTtume B Ta3u npoueaypa.

YuyacTHMUUTe B npoledypaTta crnensa ga npernegaT U ga ce cbobpassT ¢ BCUYKM yKasaHus,

O6pa3LWI, ycnosua U NU3NCKBaHUA, nNpeacrtaBeHn B NokaHaTta.

OdhepTuTe W ce npuemar Bceku pabdoTteH geH ot 09.00 no 17.30 4. B 4€NOBOACTBOTO Ha
Komucusa 3a perynupaHe Ha cbobweHusTa, rp. Codma, yn. “I'ypko” Ne 6, ctas 201 B cpok go
10.09.2012 .

3a nHdopmaums 1 BbMpocK ce obpbluanTe KbM:

1.Aumutbp MuTtoB — Komucus 3a perynupaHe Ha cbobuieHusaTa, yn. ,l'ypko” Ne 6, ten. 02/949

21 06, e-mail: dmitov@crc.bg

2.CunBaHa TumoBa — Komucusi 3a perynmpaHe Ha cboOuweHudarta, yn. ,['ypko“ Ne 6, Ten.
02/949 22 99, e-mail: stimova@crc.bg

Codums, 2012 .
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PA3OEN |
OBLUY MONOXEHUSA

1. HacTtosiwaTa nokaHa ce oTHacs 0o npefoctaBsHe Ha ycnyrata ,[logapbxka Ha Active
Directory Ha 6as3ata Ha MS Windows Server 2003 n BbTpewHa PKI nHTerpmpaHa c
aKTMBHaTa gupektopus’”.

2. B npouegypaTa 3a CKMOYBaHe Ha [OTOBOP MOXe Aa yyacTBa KaHauaaT, monyyun
HacTosiLaTa rokaHa v KOWTO OoTroBapsl Ha npeaBapuTenHo obsiBeHnTe oT BbanoxuTens
yCroBwUs.

PA3OEN I
OMUCAHMUE HA NMPEOMETA

1. OGekT Ha npouenypaTa € n3dop Ha U3NBLIIHUTEN 3a CKMNOYBaHE Ha AOroBOp C NpeaMeT:
.llogapbxka Ha Active Directory Ha 6a3ata Ha MS Windows Server 2003 n BbTpeluHa
PKI nHterpupaHa c aktneHaTa gupekropus”.

PA3OEN I
CbObPXXAHUE HA ODEPTATA

OdbepTarta 3agbmknUTenHo Tpsidea Aa Chabpka:

1. YpocTtoBepeHue 3a akTyanHOTO CbCTOSIHME Ha CcbaebHaTa perucrpauus — 3aBepeHo OT
KaHguaaTa konue, u3gageHo He No-paHo OT 6 (LWeCT) Meceua OT JaTaTa Ha nogaBaHe Ha
odhepTaTta unu EMNK.

2. OnucaHve Ha obemMa M KayecTBOTO Ha cbnpoBoga, OTroBapdAwn Ha Mnoco4vYeHuTte
N3NCKBAHUA.

3. [okasaTencrBa 3a TEXHMYECKa Bb3MOXHOCT 3a M3MbIIHEHME HA MOPbYKaTa, BKITHOYBALLM:
JoKasaTencrtea 3a NapTHbOPCTBO C MankpocodT; pedepeHumn 3a M3BbPLUBAHE Ha
nogobHa ycnyra — Han-manko 3 6p. 3a uMnneMeHTaums 1 nogapbxka Ha Microsoft Active
Directory; cnmcbk OT cepTuduUMpaHn crneuuanucT, Kouto we 6baat OTroBOpHM 3a
U3NbfHEHWe Ha noaapbXxkaTa — Har-marnko Tpuma MCSE.

4. TexHun4ecko NpeanoXeHne N3roTBEHO CbrnacHo TexHu4eckn uanckeaHus (lpunoxeHue

l).

5. LleHoBO npeanoxeHue - N3roTBeHo cwrnacHo LieHoBo npepnoxenuve (Mpunoxerue ).

PA30OEN V
CPOK HA BAITUOHOCT HA O®EPTATA

1. OdpepTute, KOUTO LWe ObOaT NpeacTaBeHn OT yyYacTHUUMTE B mpouedypata Tpsibea ga
6bAaT CbC CPOK Ha BanUAHOCT Hai- manko 60 kaneHaapHU aHW.

PA3OENV
M3UNCKBAHWA NMPU U3TOTBAHE U NMPEOCTABAHE HA O®EPTATA

1. O(bepTl/ITe N BCUYKMN OCTaHalM OOKYMEHTU KbM TAX Tpﬂ6Ba na bvpar npencraBeHn B
3ane4yartaH niuk.

2. Bwbpxy nnuka c odpepTaTa TpsibBa aa 6bae otbenssaHa crnegHata uHcopmauums:
Appec:
Komucus 3a perynvmpaHe Ha cboOueHusaTa, rp. Codus, yn. "Mypko" Ne 6.
Wwme, agpec, TenedoH/dakc Ha ydacTHMKa U NnpeameT Ha npoueaypara.

3. OdepTtuTte TpsibBa fAa 6GbaaT NpeacTaBeHn B 4eNOBOACTBOTO HA Komucust 3a perynupaxe
Ha cboOLeHnATa.

4. Tpu npvemaHe Ha odpepTaTa Ha y4acTHMKa ce M3aBa BXOAsL perucTpaumoHeH Homep.



7.

TMPUJTIOXXEHUE |

TEXHUWYECKU UBNCKBAHWUA

3A NOAAPBXKA HA ACTIVE DIRECTORY HA BA3ATA HA MS WINDOWS SERVER 2003

N BbTPELLUHA PKI UHTETPUPAHA C AKTUBHATA OUPEKTOPUA

M3UCKBAHUA KbM OBEMA HA CbIPOBOOA U NMOOAPBXKKA:

Cpok Ha nopgpbxkata: 12 (OBaHageceT) Meceua, BKIOYBalla eckanupaHeto Ha 20
WHUMOEHTA.
3asBKka 3a Bb3HUKHaAN wHUMAeHT: [MucmeHo no e-menn oT BBIJNIOXKUTENA kbm
U3MbITHUTENA, ot 9.00 go 17.30 yaca Bcekn paboTeH AeH, KaTo ce nombriBa hopma 3a
pervcTpaunsi Ha MHLUUOEHTW.
Cpok 3a peakumsi 1 OTCTpaHsABaHe Ha npobnema:
"  npu NPoBNeEMU C KPUTUYHWN UM CEPUO3HM MOCneanun, KOMTO HapyLaBaT LsanocTHaTa
pabotocnocobHoct Ha CUCTEMATA unu orpaHudaBat HopmanHusa paboteH npouec
- 0o 4 /uetupu/ yaca, cUMTaHO OT yBeAOMSABaHEeTO OT cTpaHa Ha Bb3JTOXUTENSA;
" MPU HEKPUTUYHWU NPOOIEMM C MMHMMANHKU nocneauum 3a paboTHus npouec - Jo 2
/nBal paboTHU OHKU, cuMTaHO OT yBedoMsABaHeTo oT cTpaHa Ha BBHIJIOXKNTESA. B
TO3N cnyda’ ce NOAMUCBA KOHCTATMBEH MNPOTOKOS, OTpassBall Xapakrepa Ha
npobnema, cpoka 3a OTCTpPaHABaHETO My U NPeaBWXKAaHUTE HEOOXO4MMM MEpPKM 3a
OTCTPaHABaHETO My.
MsicTo Ha M3BbpLUBaHE Ha nogapwbxkarta: Ha mscto npu Bb3JIOXKUTENA - rp. Codms, yn.
oL ypko“ Ne 6, er. 2, ot 9.00 go 17.30 yaca Bcekum paboteH feH. [TbpBOHadanHaTta
OMarHocTvka Ha WHUMAEHTUTE MOXe Aa Ce M3BbpLuBa U oTdanedveHo, ype3 VPN connection
CbOOpPa3HO N3NCKBaAHUATA M NONUTUKATA 3a curypHocT Ha Bb3NTOXUTESA.
OTunMtaHe Ha wusMbNHEHMe: 3a BCEKM WHUMOEHT Ce CbCTaBs [OBYCTPAHEH KOHCTaTUBEH
MPOTOKOJ, KOMTO e ce mognucea OT CTpaHWTe Mo AOroBopa WM YMbAHOMOLLEHM OT TAX
niua.
CbpBbpU 1 cUCTEMM NPeaMET Ha nogapbxkaTta:
= CobpBbpM:

FS Primergy TX300 /DCO01; File Server/
RAM: 8 GB; HDD: 410 GB ; OS: Windows Server 2003 R2 Standart

Dell PowerEdge 2600 / DC02; File Server /
RAM: 1 GB ; HDD: 70 GB; OS: Windows Server 2003 R2

Dell OptiPlex 280 / PKI/
RAM: 2 GB; HDD: 120 GB, OS: Windows Server 2003 R2

Dell OptiPlex 280 / LDAP/
RAM: 512 MB; HDD: 120 GB, OS: Windows Server 2003 R2

= CucTemarta npegmMeT Ha nogapbxkata e onucaHa B T.1l. OnucaHune Ha HanuyHaTa
cucrema:
OnucaHune Ha genHoCcTUTE NpeaMeT Ha nogapbXkkara:
7.1. OenHocTtun obcnyxealm npobnemmn cBbp3aHu ¢ obata paboTocnocobHOCT:
=  OcurypsiBaHe Ha HENPeKbCHATOCT Ha OYHKLMOHMPAHETO Ha cucTemuTe.
=  MHcTanaums v nyckaHe B ekcnnoartauus Ha BCUYKM Nogo0peHnst  JOMbIIHEHMS Ha
TEKyLLUMTE BEPCUN Ha CUCTEMHUS cODTyep U OnepaunoOHHUTE CUCTEMU Ha
CbpBBbPUTE.
= [lpenHcTanauusi Ha CbpBbPUTE B CreacTBMe Ha gedekTnpan xapayep
/npenHcTanauusita BkNoYBa 6a30BO U MPUITOXKHO NPOrpamMHO OCUIypsiBaHe, T.e.
MbITHO Bb3CTaHOBABaHE Ha hyHKLMOHanHocTTa/
= [Ipobnemu npu BKNHOYBAHE HA HOBU NEpPCOHanNHM paboTHM mecTa.
= [Ipobnemu nNpu MHTErPUPAHOTO M3MNOMN3BaHE Ha BCUYKN eNneMeHTn Ha cuctemata /AD,
WSUS, DNS, PKI, LDAP, DataKey 330 smart card u gp./
Mpobnemu npu npoueca Ha apxnBMpaHe Ha MOAYNUTE Ha cucTemara.
[MbnHO Bb3TaHOBsIBaHE Ha OYKLMOHANHOCTTa OT apXxmB crieq CpUBOBE.
PeansanH 1 npekoHdUrypmpaHe Ha rpynosu NOSUTUKK
HacTpowiku npu gobaBsiHe Ha HOBW pecypcu 1 ycnyru ynpaenssanu ot AD.



= OB6yyeHne Ha agMmunHucTpatopu Ha KPC npu npomsiHa Ha KOHurypaumsTa..

= [lpyru 4enHocTn ocurypsiallim Ha nbfHata paboTocnocobHOCT Ha cucTemara.

7.2. denHocTtun obcnyxealy npobnemmn cBbp3aHu ¢ HepaboTOCNOCOOHOCT Ha
ornepauMoHHaTa cucteMa Ha JOMENH KOHTporepuTe

= He ce 3apexpga onepaunoHHa cuctema (CUH ekpaH)

= He ce cTapTupa HSKON OT CEPBU3MTE, KOUTO Ca UHCTanvpaHwu.

= [pyrv npobnemu npeyeLuyn 3a HOpMarnHOTO Nona3BaHe Ha PYHKLMOHANHOCTTa Mo T.
7.2.

7.3. [erHocTn obenyxBalum npobrieMm cBbp3aHn ¢ HepaboToCcnoCcoOHOCT Ha ycnyraTa
aKTVMBHA OMPEKTOPUS

= He ce pennuknpa 6asaTta Ha akTuBHaTa AMpeKkTopus M/y ABaTta JOMEWH KOHTporepa

=  ApxuBupaHe Ha fBaTa JOMEWH KOHTponepa

= Bwb3cTaHoBsIBaHe OT apxuvB

= He ce Bepuduuymnpat notpedbutenute (HEBbL3MOXHOCT 3a JIOrBaHe CbC CMapT KapTa
UnuM ume 1 napona)

= He ce npunarat 3agageHuTe rpynosu NOMMTUKK

= [pyrv npobnemMu npeyeLuy 3a HOpMarHoOTO Nona3BaHe Ha PYHKLMOHANHOCTTa No T.
7.3.

7.4. OenHoctun obcnyxeam npobrnemmn cBbp3aHn ¢ HepaboToCnOCOBHOCT Ha ycnyraTa
DNS unanbnHaBaHa oT gBaTta 4OMEWNH KOHTponepa

* He ce n3nbnHaBaT 3asBKMTEe OT NoTpebutenuTe 3a name resolution

= [pyrv npobnemu npeyeLiy 3a HOPManHOTO NoN3BaHe Ha PYHKLMOHANHOCTTa Mo T.
7.4.

7.5. [enHocTn obcnyxBalum npobrnemm cBbp3ann ¢ HepabotocnocobHocT Ha WSUS
ycnyrata

= He ce uaternaT bnaentute ot canta Ha Microsoft

= He ce npunarat bngentute Bbpxy KoMmnioTpuTte B MpexaTta Ha KPC

= [pyrv npobnemu npeveLLm 3a HOpMarnHoTO Non3BaHe Ha PYHKLUMOHANHOCTTa MO T.
7.5.

7.6. JenHocTtn obecnyxsalum npobnemm cBbp3aHu ¢ HepaboToCcnocoOHOCT Ha ycnyraTa
¢annoB CbpBBLP BbPXY AOMEWNH KOHTponepa

* [loTpebuTtennTte He JOCTBLMBAT cnogeneHnTe nanku n annose

= [pyrv npobnemu npeyeLiyn 3a HOPManHOTO NoNn3BaHe Ha PYHKLUMOHANMHOCTTa Mo T.
7.6.

7.7. denHocTn obcnyxBalum npobrnemm cBbp3aHn ¢ HepaboTocnocobHOCT Ha
onepauuoHHaTa cuctema Ha certificate authorithy (CA) cbpebpuTe

* He ce 3apexga onepauMoHHa cuctema (CUMH ekpaH)

= He ce cTapTupa HAKOW OT CEpBU3NUTE, KOUTO Ca UHCTanMpaHu

= [pyrv npobnemu npedeLyyn 3a HOPMaNHOTO NON3BaHe Ha PyHKLUMOHANHOCTTa Mo T.
7.7.

7.8. [enHocTn obecnyxBaluy npobnemm cBbp3aHn ¢ HepaboToCNOCOOHOCT Ha ycnyraTa
CA

= He ce nspaeat ceptudmkaTu

* He moraT ga ce OTXBbpriAT KOMNPOMETUPAHK CEPTUDUKATH

= He ce nspasar certificate revocation list (CRL)

= [pyrv npobnemu npeyeLLm 3a HOpManHOTO Non3BaHe Ha PyHKLMOHANHOCTTa Mo T.
7.8.

7.9. pyrv gerHocTw no npeueHka Ha N3IMbJTHUTETA.

Il.  ONMUCAHUE HA HAJTIMYHATA CUCTEMA:

1. ApxuTtekTtypa Ha Active Directory
Active Directory B KPC e usrpageHa Ha 6a3a Ha mogena - Single Forest.
B single forest mogena, opraHnsauusaTa nsbvpa ga cbxpaHsiBa U ynpaBnsiBa BCUYKU
OVNPEKTOPUNHN 06EKTM B eanHHA MOHOMMTHA ropa (forest).
B 0BkpbXEHNETO ca HanMYHW CRegHUTE YCNyru:
= Directory Service — [QupekTtopuiiHaTa ycnyra ynpaensiBa NoTpebuTenckoTo
BanuaupaHe W oTopu3auusi, KakTo M Ha BCUMYKM pPecypcHUM 06eKkTM B
OOKpBXKEHNETO.
= BrpageHata B Windows 2003 ycnyra 3a pasnosHaBaHe npobusu B
CUrypHOCTTa - ycrnyra 3a pasno3HaBaHe MpobMBUTE B CUrypHOCTTa ce
n3non3ea 3a pasno3HaBaHe Ha HeoTopu3MpaH AOCTbN OO0 KopnopaTuBHaTa
Mpexa. Ycnyrata 3a pa3no3HaBaHe NpobuBMTE B CUIYpPHOCTTa Ce UHTerpupa
C ycnyrute 3a HabrnogeHne n KOHTpOn.



= BrpageHata B Windows 2003 ycnyra 3a HabntogeHue (monitoring) wu
KOHTpon (control) — ycnyrute 3a HabniogeHne n KOHTPOI ca KIYoB acnekT
Nnpv eXXxeQHEBHOTO yNpaBfieHne U NOAAPBKKA HAa OOKPBKEHMETO.
= Certificate Services — ycnyrata 3a pasnpocTpaHeHWe U KOHTponupaHe Ha
KOMMIOTbPHUTE cepTudmkaTt, gpamaTuyHo nogobpsiBa HUBOTO HA CUTYPHOCT
B OOKpbXeHueTo. Hanmuumeto Ha AKTMBHA JOWNPEKTOpUS NpegocTaBs
Bb3MOXHOCT 3a Hanmb/HO UHTErPUpPaHe Ha CepTUPUKATUTE B OOKPBKEHNETO.
= Backup and Recovery Services — Bb3MOXHOCTTa Ha apxvBupaHe W
Bb3CTaHOBSABAHe,
= Domain Name System (DNS) — cbabpxa nHdopmauusa 3a DNS umeHaTa u
TexHuTte cboTBecTBuA B IP agpecu uanona3saHa npu OTroBOP Ha 3asiBKM OT
DNS knueHTuTe.
= Patch Management Services (WSUS) — edekTMBHOTO ynpaBneHue Ha
cucTeMHUTE Kpbnku (patchs) e knoyoBa ycnyra, u3nonssaHa OT CUCTEMHUTE
aAMWHNCTPATOPM 3a NOAAbPXKaHe Ha KOMMKTbPHUTE CUCTEMMU akTyarHu Mo
OTHOLLEHME Ha (PYHKLMOHATHOCT U CUTYPHOCT.
2. OcHoBHu ponu Ha JomelH koTponepute (DC Roles)
B ueHTpanHuat cant (Ha yn. ,ypko“ Ne 6), ca wHCTanupaHu [OBa [OMEWH
KOHTpornepa. ToBa ca AOMeWH KoHTponepuTe kouto xoctBaT FSMO ponute. Ponute
ca pasnonoXeHn KakTo crieisa:
= Schema master, Domain naming master, Global Catalog.
= Primary Domain Controller (PDC) emulator, Relative ID (RID) master,
Infrastructure master, Global Catalog.
3. ®dwusmyecka CTpykTypa Ha AKTnBHaTa [upektopus
AktneHaTta dupektopusa B KPC e ob6ocobeHa B eamH 06ekT oT Tmn canT (Central).
UT obkpbxeHneto B KPC npegmeT Ha To3n M3aliH € CbCTaBEHO OT YeTupu
canTa:
= LleHTpaneH oduc — yn. ,l'ypko“ Ne 6
=  OtpaneyeH odmc — nn. ,Cnasenkos” Ne 11
= OrtganeyeH oguc — 6yn. ,LnnyeHckn npoxoa” Ne 69
= OtganeyeH oduc — yn. ,Cyxogorncka“ Ne 34
Bcekn oTaaneyeH ouc e CBbp3aH C LiEHTpanHusa nocpeacTtBOM HaeTu NNHUK
CbC CrnegHUTe KanaumTeTu:
= [ypko 6 — CnaBewkoB 11 = 10 mbps
= [ypko 6 — LUnnyeHckn npoxog 69 = 100 mbps
= [ypko 6 — Cyxogoncka 34 = 10 mbps
Bcuukn cbpbpy obenyxsawm yenyrmte AD, PKI, WSUS, WDS ce HamupaT B
LeHTpanHua oguc Ha yn. ,l'ypko“ Ne 6.
4. DNS Service
Mopaawn TscHata mHTerpauusa Ha DNS ycnyrata ¢ gupektopuinHata ycnyra (AD), Ha
Bcekn gomenH koHTpornep (DC) e uHctanmpaH DNS service, cnegosatenHo scekn DC
Wwe pabotu 1 B kayecTBOTO cn Ha DNS cbpBbp.
B obkpbxeHueto pabotn m gpyr UNIX 6asumpaH DNS service kOWTO € HambiiHO
nHterpmpaH ¢ DNS ycnyrute ot akTuBHaTa AMPEKTOPUS.
5. PKI otroBapsi Ha cnegHUTE N3NCKBAHUS:
=  OcurypsiBa ynpaBrneHNeTo Ha cepTudmkaTtm 3a:
- BanugupaHe Ha notpebuten — Client Authentication Certificate
- BannanpaHe cbabpkaHueto Ha gokyMmeHT — Signature Certificate
- 3asBka 3a cepTudumkat Ha gpyro nuue- Certificate Request Agent
* [logobpxa cregHUTe NPUNOXeHUs:
- Smart Card Logon
- MpunoxeHusa 3a N3roTBAHE Ha OOKYMeHTU nogabpxawm Microsoft CAPI
=  CA vHdpacTpykTypaTta e 6asmpaHa Ha Windows Server 2003 :
Hanuue ca cnegHuTte ocobeHocTw:
- PKI o6cnyxBa camo BLTPELLUHN NPUITOXEHUS
- PasnuyHn knneHTckM onepaumoHHu cuctemm — Windows 2000, XP,
Windows 7
- CobuecTByBalla MHPACTPYKTypa 3a JIOKarHoO florBaHe CbC CMapT KapTu
Data Key 330
6. Windows Software Update Service (WSUS)
WSUS ycnyrata e koHdurypupaH Ha cbpBbp BbTpe B WUT obGkpbxKeHueTo, 3ag
orHeHaTa cteHa (firewall). Bcnykn ce nonydaBat OMPEKTHO OT canTta Ha Microsoft B
WHTEPHET.



TMPUTIOXXEHUE 1l

OBPA3EL HA O®EPTA - LEHOBO NPEANTOXEHUE

1. UEHA 3A NPEOOCTABAHE HA YCINYTATA:

1. LleHOBO npeanoxeHve 3a W3NbIHEHUME Ha [O0roBopa 3a egHoroAullHa rapaHUMOHHA

noaapbXKa, BKIOYBALLA eckanupaHeTo Ha 20 WHUMOEHTa 3a rogvHaTa

2. KPAMHO KITACUPAHE.

Ha nbpBO MSCTO ce Knacmpa y4acTHUKBLT, YMETO NpeasiokeHne e C Hal-HMUCKa LieHa 1 oTroBaps
Ha MOCOYEHMTE TEXHUYECKM M3UCKBaAHWUS 3a MpegoctaBsHe Ha ycnyrata ,[lopgapbxka Ha Active
Directory Ha 6Gasata Ha MS Windows Server 2003 u BbTpewHa PKI wHdpacTpykTypa
WHTErpMpaHa c aktmBHaTa gupekropus” 3a Hyxaute Ha KPC.



TMPUTIOXXEHUE I

OEKNAPALUA

F L0317 o Ta Ty 1 =T = ,

e T l=Tea n=10] Ko Nl I 5 - H Aeknapupawm, ye
(ANBXHOCT U HAMMEHOBaHMWE Ha TbProBCKO APYXEeCTBO)
HAMa Oa pa3npocTpaHsaBam nonyyeHata wuHgopmaumsa B otroBopa oT KPC no noBoa HacTosLWOTO
NUCMO.
M3BecTHa My € OTroBOpHOCTTa no yn. 313 oT HakasaTenHus Kogekc.

(nognuc, nevar)
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